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ABSTRACT
Time plays a central role in software engineering, particularly
in the scheduling of software projects and the duration of
development phases. In contrast, the role of time in software
modernization remains underexplored, with temporal aspects
treated as secondary and supported only by fragmented em-
pirical evidence. In today’s scientific literature on software
modernization, technical, organizational, and operational
aspects are the primary focus. To fill this gap, this paper
examines software modernization through a temporal lens
and provides a structured overview of how time is treated in
the current academic literature. Therefore, a systematic liter-
ature review of software modernization studies is conducted
with a focus on temporal aspects. The analysis highlights
four recurring themes: reported durations of modernization
projects, descriptions of the length and sequencing of specific
modernization phases, discrepancies between planned and ac-
tual project durations, and time lags between modernization
activities and the realization of benefits. The contribution
of this paper is a consolidated map of time-related infor-
mation in the current software modernization literature. It
presents the existing evidence base and confirms the lim-
ited quantitative treatment of temporal characteristics in
modernization projects. By clarifying the temporal character-
istics of software modernization, the results lay a foundation
for better research on planning practices. This allows for
more grounded evaluations of the associated costs, risks, and
benefits.

Categories and Subject Descriptors
D.2 [Software]: Software Engineering; D.2.9 [Software En-
gineering]: Management—productivity, programming teams,
software configuration management

Keywords
Software Modernization, Systematic Literature Review,
Project Schedule, Project Duration, Software Modernization
Phases
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1. INTRODUCTION
Time is a central concern in the planning, coordination,

estimation, and evaluation of software engineering projects.
In industry, organizations routinely prioritize short-term ben-
efits, even when this entails higher long-term costs. Technical
debt captures this trade-off: teams accelerate delivery in the
short term at the expense of slower and more costly change
later [1]. Over years, accumulated debt, aging technolo-
gies, and evolving requirements produce portfolios of legacy
systems that are difficult and costly to evolve. Software
modernization has emerged as a central strategy for dealing
with these systems. For software modernization the follow-
ing definition is used: “Software modernization attempts to
evolve a legacy system, or elements of the system, when
conventionally evolutionary practices, such as maintenance
and enhancement, can no longer achieve the desired system
properties” [2]. In this paper, the role of project schedules,
and timelines in software modernization is investigated. To
provide context, the literature on different temporal aspects
in software modernization is compared to studies on this
topic in the area of general software engineering and software
evolution.

1.1 Background
Existing overviews of software modernization and related

topics largely organize findings along technical, architectural,
organizational, operational, or practice-oriented dimensions
rather than explicitly foregrounding time [3–5]. Neverthe-
less, these works contain extensive temporal observations:
Assunção et al. [3] discuss time as the goal of a faster time to
market, as process duration, or in the context of maintenance
effort. Freire et al. [5] emphasize temporal trade-offs between
short-term and long-term priorities, practices for creating
time such as negotiating deadlines, iteration frequency, and
system age. Ponnusamy and Eswararaj [4] address time in
strategic trade-offs between quick wins and long-term value,
phased versus big-bang modernization, downtime, and future
time costs of technical debt.

Individual case studies foreground temporal issues more ex-
plicitly, for example a Jordanian study that models downtime
in detail during the modernization of a classical data center
to the cloud [6], and Fonseca et al.’s [7] industrial report
that provides an explicit migration timeline with step dura-
tions and sequencing. However, these single-context studies
do not support generalizable claims about time in software
modernization. No overview was found that explicitly syn-
thesizes what is known about the temporal characteristics
of software modernization; temporal considerations remain



implicit, fragmented, and dispersed across surveys, strategy
guides, and case studies, without a consolidated, empirically
grounded account of timelines, phases, and temporal risks.

Conversely, temporal aspects are deeply embedded in main-
stream software engineering practice. Phase-structured Soft-
ware Development Lifecycle (SDLC) models have been ex-
tensively documented [8, 9]. Across such models, work is
organized into explicit stages and iterations that can serve as
natural units for measuring duration and tracking progress.
On top of these SDLC models, a substantial body of work
studies how to estimate development effort [10, 11], which is
closely tied to cost and time estimation because personnel
costs dominate software project budgets. At a finer granu-
larity, temporal patterns of code evolution are used to track
project progress [12, 13]. Finally, forecasting approaches
move beyond point estimates to simulate entire project time-
lines [14]. Collectively, these strands treat time as a first-class
concern, structuring processes into temporal phases, provid-
ing methods to estimate and forecast effort over time, and
analyzing how temporal development patterns affect quality
of software engineering projects.

Temporal analyses also play a central role in research
on software evolution. There, open-source software repos-
itories are used to reconstruct long-term trajectories of
size, complexity, and change activity from time-stamped
repositories, and forecast future evolution [15], or to track
how code characteristics evolve across successive releases [16].
Furthermore, code evolution and calendar time are analyzed
using historical repositories, like the Unix repository [17].
To summarize, the scientific literature contains a rich knowl-
edge base on different temporal aspects in the context of
software engineering and software evolution. On the other
hand, the body of knowledge regarding time schedules in
software modernization projects seems to be underdeveloped.

1.2 Study Aim and Research Questions
To investigate this gap further, this study adopts an explicit

temporal lens to analyze software modernization. To this
end, a systematic literature review is conducted, focusing
on modernization studies that explicitly report temporal
aspects. In this review, the focus lies on overall project
durations of modernization efforts, the length and sequencing
of modernization phases, discrepancies between planned and
actual durations and reported Return on Investment (ROI).
This paper focuses on identifying, extracting, and classifying
the temporal information present in the scientific literature,
to lay the foundation for further analysis in future research.

Accordingly, this systematic literature review aims to
specifically answer the following questions.

• RQ1: What durations and high-level temporal struc-
tures are reported in existing studies on software mod-
ernization?

• RQ2: How do existing studies describe the phases in
software modernization, and which temporal character-
istics are associated with these phases?

• RQ3: To what extent do existing studies report
planned modernization durations, and what discrepan-
cies are observed where such data are available?

• RQ4: When do investments in software modernization
break even with the modernization benefits?

This paper’s main contribution is a consolidated empirical
map of time-related information reported in existing software
modernization studies, covering project durations, phase
structures, benefit lags, and schedule discrepancies.

The remainder of this paper is organized as follows. In
Section 2, the procedure of the systematic literature review
is detailed. The section is structured in three main parts:
the description of the search strategy, the explanation of the
study selection process, and the summary of extracted data.
In Section 3 the results of the literature review are reported.
The section is structured into three subsections: the report of
results with respect to the research questions, the description
of further time-related information in software modernization,
and the discussion section.

2. METHOD
A systematic literature review of temporal aspects in soft-

ware modernization is conducted, based on Kitchenham’s
guidelines for evidence-based software engineering [18]. The
review was carried out in November and December 2025.
The first step, retrieving all potentially relevant articles, is
described in Section 2.1. In Section 2.2, the process for iden-
tifying the relevant papers from an initial corpus of several
hundred results is outlined. Finally, Section 2.3 explains how
information was extracted from the final selection of papers.
For this review, a broad scope on software modernization
is defined. Seacord et al.’s [2] understanding of modern-
ization is followed including both empirical and conceptual
contributions. Case studies, industrial experience reports,
and surveys are treated as primary sources, as long as they
contained some form of temporal information and originated
from peer-reviewed publications.

2.1 Search Strategy
The first step was to compile a comprehensive list of key-

words related to software modernization with a focus on time.
For this purpose, three large language models (Perplexity
Pro [19], Gemini 2.5 Pro [20] and Claude Opus [21]) are used.
The prompt was:

”In software project management the aspect of
time is well studied. multiple methods for time es-
timation exist, multiple phase models of software
engineering exist and there are studies that link
success probability of a project with its length.
Some authors claim, that software modernization
projects and general software engineering projects
differ, e.g. in the applicability of time estimation
methods. In our paper we want to know: What
does the scientific literature know about the as-
pect of time in software modernization projects?
I want to perform a systematic literature review
and want you to generate keywords that I will
use during the review.”

Some fundamental keywords, such as “month” and “year,”
were added, resulting in an initial list of more than 400 key-
words. From this set, keywords that were overly specific (e.g.,
“strangler fig pattern”), overly broad (e.g., “challenge”), out-
side the scope of the topic (e.g., “stakeholder engagement”),
or redundant were removed. After this cleaning process, the
list comprised 98 unique keywords. In the next step, each
keyword was assigned to one of two groups, time-related



Table 1: Time-related keywords

Subcategory Keywords

Estimation & measurement time estimation, schedule estimation, duration estimation, project duration, project
length, release duration, development time, person-months

Scheduling & planning project scheduling, software project scheduling, schedule planning, project planning,
milestone planning, release planning, temporal planning

Schedule management schedule management, scheduling optimization, time management, schedule adherence
Delays & overruns schedule delay, project delay, time overrun, schedule overrun, project overrun, schedule

variance, schedule slippage, delay factors
Deadlines & delivery deadline, on-time delivery, delivery time
Time-to-market time-to-market
Temporal concepts temporal aspects, time constraints
Time units month, week, year

Table 2: Modernization-related keywords

Subcategory Keywords

Strategies & approaches incremental modernization, phased modernization, iterative modernization, continuous
modernization, agile modernization, big bang, rewrite, rollout strategy, incremental
implementation, migration path

Migration types system migration, software migration, code migration, programming language mi-
gration, platform migration, database migration, infrastructure migration, cloud
migration, application migration, application migration to cloud, legacy to cloud

Architectural
transformation

architecture modernization, architecture refactoring, architecture transformation, re-
architecting, application re-architecting, monolith to microservices, monolithic to
microservices, legacy to SOA

Legacy system treatment legacy modernization, legacy code modernization, legacy transformation, legacy system,
legacy software, legacy evolution, system replacement, system wrapping, strangler
pattern

Reengineering & renovation software reengineering, system reengineering, system renovation, software renovation,
system remodularization, code transformation

Evolution & maintenance software evolution, software maintenance, continuous improvement, software aging,
system decay

Technical debt technical debt, design debt, code debt, technical debt reduction
Planning & readiness modernization readiness, migration planning, transition planning
Change impact breaking changes
Contextual concepts traditional software development vs. modernization

or modernization-related. This classification supported the
construction of the research queries.

IEEE Xplore and the ACM Digital Library were selected
because of their extensive collection of peer-reviewed soft-
ware engineering research papers. Their coverage includes
most major conferences (ICSE, SANER, ICSME, etc.) and
journals relevant to modernization and software project man-
agement. Multiple queries were necessary because both digi-
tal libraries provide different search options. In particular,
ACM requires separate queries for journals and conference
proceedings. Nevertheless, the core is the same. First, all key-
words of one group, ”time-related” or ”modernization-related”
where connected with the boolean operator OR. Then, these
two groups where connected with an AND. This approach
ensured that each paper is somehow correlating with modern-
ization and also time aspects. The queries were only applied
to abstracts, titles and keywords given by the author, which
is covered in the IEEE database under ”metadata”. For ACM
this is not the case, so it was constructed manually, with the
following schema:

Abstract:(keyword1 OR keyword2 OR...) OR

Title:(keyword1 OR keyword2 OR...) OR Key-
words:(keyword1 OR keyword2 OR...) AND (...

To exclude overly outdated publications, the publication
period was restricted to studies published between 2000 and
2025. For IEEE Xplore, filters were applied to include only
journal and conference publications and to limit results to
specific publication topics (see Table 3). Likewise, in the
ACM Digital Library, journal articles and conference proceed-
ings were selected. The employed time-related keywords are
listed in Table 1, modernization-related keywords in Table 2.
Each search query followed the structure described below.

Metadata: Modernization related keywords
AND Metadata: Time related keywords AND
Filters

The database searches with these queries returned 869 can-
didate studies.

2.2 Study Selection
Only a subset of the retrieved studies contained information

relevant to the research topic. Many publications did not



Table 3: Database-specific filters

Database Filters

IEEE Xplore Publication Topics: Software Development; Software Engineering; Soft-
ware Maintenance; Software Architecture; Project Management; Soft-
ware Quality; Refactoring; Reverse Engineering; Technical Debt; Devel-
opment Time
Publication years: 2000–2025

ACM Digital Library (journals) Publication type: Journals
Publication years: 2000–2026

ACM Digital Library (proceedings) Publication type: Proceedings
Publication years: 2000–2026

Table 4: Literature Inclusion Criteria

Inclusion Criteria

The literature focuses on software modernization and
reports time-related information relevant to at least one
of the research questions of this paper.
The paper has a minimum length of three pages.
The study is peer-reviewed.
The paper is written in English.
The literature was published in the 21st century.

address temporal aspects, while others focused on unrelated
domains. The inclusion criteria for the literature are listed
in Table 4. For this step of extracting the relevant subset of
the papers, a new list of time-related keywords was created
and combined using logical OR operators. This query was
applied to the full text of each paper. The query used in this
step was as follows:

day OR week OR month OR year OR person-
month OR man-month OR duration OR phase
OR length OR took OR take OR last OR “short
term” OR short-term OR “long term” OR long-
term OR delay OR schedule OR minute OR time
OR hour

96 papers were identified to contain potentially relevant
information by reading sections containing keywords. In
the last selection step, relevant data were extracted from all
remaining papers if they matched the definition of software
modernization used in this paper. Finally, 27 papers, that
contain relevant information regarding at least one of the
research questions were included in the analysis.

2.3 Data Extraction
For each included paper, information was extracted into

a structured table. The recorded attributes included the
type of study, the reported system size, and the type of
modernization undertaken. With respect to the core focus
of this review, all available temporal information was ex-
tracted, including overall project duration and the durations
or descriptions of individual phases or steps. Additionally,
information on downtime, delays, and the timing of reported
benefits was captured where available. Studies that only
contained qualitative or vague temporal descriptions, e.g.,
“several months”, “over years”, and papers that provided only
partial temporal information were kept for further analysis.
Missing temporal information were noted, and the available

information was included, to not reduce the number of pa-
pers too much. Time-related information that did not match
any of the proposed data extraction categories was collected
separately to provide a holistic view on temporal informa-
tion in software modernization. An overview of this data is
presented in Section 3.2.

3. RESULTS
At the conclusion of the paper selection process, the 27

included research articles exhibited a variety of evidence
types. A substantial portion of the studies report indus-
trial case studies in which researchers analyzed real-world
software migration or modernization projects [22, 23]. In a
few instances, these case studies were used to empirically
evaluate a proposed modernization framework, which repre-
sented the primary contribution of the respective papers [24].
In contrast, some studies introduce conceptual frameworks
or approaches without providing any form of empirical val-
idation [25]. Additionally, Anderson and Bishop describe
a re-platforming effort in the form of an experience report,
offering practitioner-oriented insights rather than a formal
evaluation [26]. The extracted information appeared in sev-
eral forms: explicit quantitative data expressed as concrete
values, qualitative statements that did not report numeri-
cal measures but nevertheless conveyed relevant temporal
aspects, and implicit information that could be inferred from
the described contexts and statements.

This section presents the results of the systematic liter-
ature review. It begins with an overview of the explicitly
reported quantitative data, followed by an analysis of the
research questions and how the findings address them. The
final part completes the mapping of temporal aspects of
software modernization by presenting additional time-related
information that, while not directly answering the research
questions, contributes to a more comprehensive understand-
ing of modernization with respect to time. An overview of
the number of categories of extracted data is provided in
Figure 1. Of the 27 selected studies, 20 report only one or
two of the extracted data categories, while only 2 provide
data for all 4 categories. Table 5 provides an overview of
which category is mentioned in which paper and how big
the coverage of the categories is across all included papers.
Modernization durations are summarized in Figure 2. The
median duration lasted 6 month, with the shortest modern-
ization taking 7 weeks, and the longest modernization taking
5 years.



Table 5: Information Coverage

Attribute #Reporting Papers (n=27) Coverage (%) Sources

Modernization duration/effort 16 59.3% [22, 23, 26–39]

Planned modernization duration/effort 7 29.6% [27, 31, 33–35, 39–41]

Modernization phases 18 66.7% [24, 25, 27, 29–32, 35–37,
40, 42–48]

Modernization phase durations 10 37.0% [25, 27, 29–32, 36, 43, 45,
46]

Break-even-point of invested time in mod-
ernization and gained time

2 7.4% [27, 41]
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Figure 1: Papers by number of temporal categories covered.

3.1 Results with Respect to the Research Ques-
tions

The following sections present the results with respect to
the individual research questions. Only explicitly reported
data that addresses the corresponding research questions
is presented, without interpretation beyond the observed
evidence. Variations in the availability and level of detail
of time-related information are addressed in the discussion
(Section 3.3).

3.1.1 RQ1
The first aspect of software modernization examined in

this paper is the extent to which modernization durations
are reported and how the stated durations relate to planned
timeframes. Among the reviewed studies, 16 out of 27 make
at least a brief reference to the duration or effort of the
modernization process. However, the way temporal infor-
mation is reported varies considerably across studies. The
most common reporting format is calendar-based duration,
such as weeks or months, which is used by 15 studies. These
reports typically provide a single aggregated duration for
the entire modernization effort, for example stating that a
project was completed “within six months” [35]. In addition
to calendar-based durations, two studies report effort as a
percentage of working time invested in modernization ac-
tivities [39, 41]. One study provides only a vague temporal
reference, indicating that the migration process took “several
years” [40].

A smaller subset of studies reports effort using person-time
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Figure 2: Modernization durations. Median: 6 months
(IQR: 3.75–13.48).

units, such as person-hours or developer work months. For
instance, one study reports an effort of 42 developer work
months, where one unit corresponds to 132 person-hours [22].
Two studies additionally report the number of lines of code
that were refactored [23], with Xu [34] further specifying the
average number of lines of code processed per day. Such
metrics are, however, only applicable to studies focusing on
code-level modernization. Xu et al. [37] also report effort in
terms of time per iteration, without providing information
on the total number of iterations. Planned modernization
durations are reported far less frequently. Only 7 of the 27
studies specify planned durations, primarily using calendar-
based measures, with one exception that reports effort in
person-days [33]. Notably, [41] is the only study that reports
either planned or actual duration, but not both, resulting in
no overlap between planned and observed timeframes.

3.1.2 RQ2
In addition to the overall duration of modernization, this

paper also examines the individual phases of the modern-
ization process, as well as whether such phases are reported
at all. 18 of the 27 research articles explicitly describe a
division of the modernization process into phases. However,
the identified phases vary considerably across studies, partly
due to differing modernization contexts, such as cloud mi-
gration [38], code refactoring [39], or migration to a new
programming language [23]. “Reverse Engineering” is re-
ported in six studies; for example, one study describes how
“the legacy system was reverse engineered” to retrieve data
models and functional specifications [46]. In four of these



cases, this phase is followed by “Re-specify” and “Re-design,”
and in two cases by “Forward Engineering.” Other phases,
such as implementation, testing, and development, are also
mentioned multiple times, although their ordering differs
between studies. Only one paper reports a detailed effort
distribution across modernization phases [32]. The remain-
ing 10 studies provide only partial temporal information for
individual phases. In one case, effort is even reported using
different measurement units: phase “A. Familiarization with
the product and First Measurements” is described as taking
approximately two weeks of full-time work, whereas phase
“B. Definition of the Performance Engineering Plan” required
527 person-hours [36].

3.1.3 RQ3
The available data on planned modernization durations

are even more sparse than the data on actual modernization
durations. In this literature review, 7 out of 27 studies re-
ported any information about the planned modernization
duration. Notably, the quality of the reported information
differed between studies. Only two studies reported both the
planned modernization, as well as the amount of effort that
was planned [33, 41]. 6 studies reported concrete planned
durations ranging from 56 days to 10 months [31, 33–35, 39,
41]. On the other hand, one study only provided qualitative
descriptions of two case studies, describing the first case study
as finished on schedule and the second case study as tak-
ing longer than expected [40]. Among the studies reporting
quantitative data on the planned modernization durations
four studies completed the modernization in time [31, 33–35].
One study that proposes a systematic approach to refactor-
ing and compares it to traditional refactoring approaches,
reported that the actual duration of the modernization of
one team using traditional refactoring approaches doubled
the planned modernization duration (planned: 6 months, ac-
tual: >12 months) [39]. The paper does not provide further
data on the planned duration or effort of other teams. One
study only reported the planned modernization duration,
but did not provide information on the actual modernization
duration [41].

Summarizing the data on RQ3, only 22.2% of the included
studies report quantitative data on planned modernization
duration or effort. Some studies only report partial data
or qualitative descriptions. Given the number of studies in-
cluded in the review, the low percentage of studies reporting
on planned duration or effort and the heterogeneity of mod-
ernization projects, no generalizable claims about correlations
between required and planned duration of modernizations
can be made.

3.1.4 RQ4
On the question of the time break-even points of mod-

ernization costs and benefits are achieved, only two papers
provided concrete data. Rostkowycz et al. describe in [27]
the long-term effects of software redocumentation. As redoc-
umentation can be categorized as a software maintenance
activity and the project was a dedicated effort, it fits the used
definition for software modernization. The paper discusses a
case study in which 83% of the software was redocumented.
Reduced software maintenance costs outweighed the redoc-
umentation effort 1.5 years after the start of the project.
Jepsen et al. [41] describe a case study on the adoption of a
software product line approach. They found that the addi-

tional effort paid off in reduced effort for multiple software
projects in 8 months. With only 2 out of 27 studies reporting
break-even points of modernization effort and benefits, a gap
in the scientific literature has been identified.

3.2 Completeness of Time-Related Reporting
in Software Modernization

In addition to the time-related aspects addressed by the
research questions, a small number of studies report further
temporal considerations related to software modernization.
These aspects are mentioned only sporadically across the
reviewed literature but contribute to a more comprehensive
view of how time is discussed in the context of modern-
ization. Some studies refer to short-term versus long-term
temporal effects without providing concrete durations. For
example, Stochel et al. [29] describe refactoring activities as
having immediate effects while potentially introducing long-
term consequences related to technical debt. Other studies
mention time-related outcomes such as time-to-market. In
particular, one study reports that modernization of legacy
application systems is associated with improvements in time-
to-market, although no quantitative timing information is
provided [42]. Conversely, challenges affecting modernization
efforts, including technical, financial, and organizational fac-
tors, are reported as influencing timelines qualitatively rather
than quantitatively [42]. Finally, some studies relate mod-
ernization to maintenance effort over time. Mishra et al. [48]
emphasize the role of re-architecting legacy systems in reduc-
ing maintenance activities, which are described as consuming
a substantial portion of the software life-cycle, again without
explicit temporal measurements. Overall, these observations
highlight additional temporal dimensions discussed in the
literature, while also underscoring the predominantly qual-
itative and fragmented nature of time-related reporting in
software modernization studies.

3.3 Discussion
Summarizing the literature review, it is evident, that tem-

poral information about software modernization is sparse
and scattered. Only 16 out of the 27 identified studies pro-
vide information about the duration of the modernization.
Given the number of different kinds of modernizations and
the difference in the size of systems, the given sample size
cannot be used for any generalizable statements. Further-
more, it was observed that the emergence of automated
modernization tools, e.g., (semi-)automated translation [49]
or refactoring [50] creates a distinct temporal profile com-
pared to manual efforts. This suggests that future research
must distinguish between tool-assisted and human-centric
modernization when establishing effort-estimation models,
as the temporal patterns of these approaches are not directly
comparable. One possible explanation for the lack of tem-
poral information in software modernization, compared to
software evolution or software maintenance, might be the
predominance of agile, iterative software engineering prac-
tices. When technical debt is payed continuously, this falls
in the category of maintenance or continuous modernization,
instead of the definition of software modernization used in
this paper. Another possible reason is that modernization
reports are rarely peer-reviewed and are often published only
by the companies that were modernized.

With only 10 identified studies, that report on phase dura-
tions, more granular information is even more rare. This is



problematic, as more granular temporal information would
allow for more targeted correlations between time and mod-
ernization success indicators. So, extracting prescriptive
actions to improve modernization outcomes using tempo-
ral information is hardly possible. Amplifying the issue of
limited development phase duration data, it has to be ac-
knowledged that different kinds of modernizations require
different development phases. This divides the available
data on modernizations into even smaller buckets, making
valid statements difficult. Modernization categorizations as
described in [3] could provide a standard way of describ-
ing modernizations. A shared categorization framework for
modernizations would facilitate comparison between differ-
ent modernizations, although the sizes of the modernizations
need to be taken into consideration separately. Focusing on
the studies that provided data on the duration of moderniza-
tions, the common absence of data on planned duration pre-
cludes a meaningful comparison between actual performance
and intended timelines, making it impossible to establish a
benchmark for project success. A further problem identified
during the literature review, is the issue of missing effort
data. Only 5 of the 16 papers, that report on duration or
effort provide data on the effort put into the modernization.
Self-Evidently, duration and number of involved staff allow
for better predictions of effort, than predictions based on
duration alone. With additional data on the number of peo-
ple working on the modernization, better effort estimations
could be made, using historical modernization size to effort
correlation data.

It is noteworthy that most studies focus on technically
oriented modernization processes, such as migrating from
one programming language to another [42] or re-architecting
a legacy system [24]. However, Rostkowycz et al. [27] present
a case study on re-documentation that was conducted with
sufficient scope and depth to be classified as a modernization
effort and was therefore included in this review.

3.4 Limitations
This paper outlines the state of the art in software mod-

ernization with respect to time. However, several limitations
related to the literature review process must be considered.
First, the keywords provided by the LLMs used to construct
the database queries are not guaranteed to be exhaustive.
An attempt was made to capture all relevant keywords by
prompting multiple LLMs and by manually adding additional
keywords to the resulting list.

More generally, data on time-related aspects of software
modernization are very sparse. While some studies mention
time-related facts, these are rarely comparable across studies.
This significantly complicates the process of synthesizing
the available information and, in many cases, the data are
insufficient to extract meaningful conclusions.

4. CONCLUSION
This study addressed the gap of missing temporal charac-

teristics of software modernization in software engineering
research by providing a systematic literature review of the
current state of research. While time is a first-class con-
cern in general software project management, the findings
reveal that in the specific domain of modernization, tempo-
ral data remains implicit, fragmented, and under-reported.
Through an analysis of 27 primary studies, a map of the
current landscape of modernization durations, phase struc-

tures, and schedule discrepancies was created. The results
indicate a significant variance in project timelines, that could
be explained by the specific modernization project’s scope,
the size of the legacy system or the size of the moderniza-
tion team among other possible factors. Specifically, the
frequent omission of planned durations prevents researchers
and practitioners from objectively assessing project efficiency
or identifying systematic causes of schedule overruns. The
review process demonstrated that software modernization
projects, are not always titled as such. Projects, that match
the definition of modernization used in this paper can be
found as ”extraordinary maintenance” [32], ”extreme mainte-
nance” [23] or ”technical debt mitigation” [29] in the context
of software evolution or maintenance. By employing a broad
keyword strategy beyond the term ”modernization” alone, a
more diverse set of case studies was successfully captured
that would otherwise have been excluded. Unifying the used
definitions in the area of software modernization could en-
large the body of literature used to further the knowledge
on software modernization. Future research is needed to
gather more data on schedule adherence of modernization
initiatives and their reasons, effort estimation, as well as ROI
estimations for software modernization. Improved knowledge
in these areas could lead to cost reductions and simplify the
project management of software modernizations.
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ABSTRACT
Agile project management (APM) plays a central role in to-
day’s software industry and can deliver substantial benefits
for teams when applied effectively. There is extensive liter-
ature on Agile management techniques (AMTs) from both
academia and industry, but it rarely focuses exclusively on
the software industry or integrates both perspectives. Fur-
thermore, grey literature (GL) is often excluded, and there
is limited analysis of recent developments or comparisons be-
tween what academia proposes and what organizations use
in practice.

We present a multivocal literature review (MLR) that
combines 66 scientific studies, including results identified us-
ing artificial intelligence (AI), and four GL reports to provide
the most comprehensive and up-to-date overview of APM in
practice. Our findings show that both scientific and industry
sources focus heavily on Scrum. We also found that hybrid
approaches are common, suggesting teams often adapt agile
methods rather than following them exactly as described.

Our review shows that successful agile adoption relies on
strong management support, effective team communication,
team autonomy, and continuous adaptation, according to
both industry and academic sources. AI and large language
models (LLMs) are starting to support agile work by as-
sisting with planning, task assignment, and improving work
quality, but people still make the main decisions. Organi-
zations utilizing APM gain benefits like fast product deliv-
ery, rapid response to feedback, and better team satisfac-
tion, although they face challenges, including unclear APM
guidelines, customer trust issues, poor documentation, and
coordination problems in large or distributed projects. And
while academic and industry sources mostly agree on the
main techniques and success factors, gaps remain in how
agile methods are adapted to different situations and in the
study o less common methods and approaches. By combin-
ing academic and practical perspectives, this review high-
lights best practices and suggests where more research could
help connect theory and practice.

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies are
not made or distributed for profit or commercial advantage and that copies
bear this notice and the full citation on the first page. To copy otherwise, to
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permission and/or a fee.
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Categories and Subject Descriptors
D.2 [Software]: Software Engineering; D.2.9 [Software
Engineering]: Management—agile project management, in-
dustry practices, team dynamics

Keywords
Agile Project Management, Multivocal Literature Review,
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1. INTRODUCTION
Agile methods have become mainstream choices in soft-

ware project management in recent years, thanks to their
fast product delivery, rapid response to feedback, higher
team satisfaction, and many other benefits. Nevertheless,
the management of the iterations, including planning, mon-
itoring, and controlling, is quite challenging in practice, es-
pecially when the context of modern software projects is
getting more and more complex. It is needed to establish a
robust understanding of AMTs.

Many of the current studies of AMTs focus beyond the
software development industry, and most studies have a lim-
ited scope, only in scientific literature (SL). However, much
relevant information is presented by GL, including industrial
reports and white papers. At the same time, there is a lack
of reviews focusing solely on recent approaches.

In order to provide a comprehensive understanding of state-
of-the-art AMTs, we will conduct an MLR, including SL,
GL, and supplemental literature found with the assistance
of AI-based search engines. Through this approach, we will
not only gain a systemic understanding of state-of-the-art
AMTs, but also make a comparison between the perspec-
tives from academia and the industry.

The rest of this study comprises six sections and is struc-
tured as follows: Section 2 derives our research questions
(RQs) and explains the methodology of this MLR. Section 3
presents our findings from the literature. In Section 4, we
will discuss these findings. Section 5 addresses the implica-
tions of this study for industry and research. In Section 6,
the multivocal and AI-assisted approach is evaluated. Fi-
nally, we conclude this study in Section 7.

2. METHODOLOGY
The methodology provides a clear framework for search-

ing, selecting, and analyzing sources. To explore further
perspectives, AI-assisted searches are used in addition to
the traditional SL and GL searches.



2.1 Research Questions
The review addresses the following RQs, focusing on RQ2-

RQ4, which explore how Agile techniques are applied in
practice, what conditions support their success, and actual
reported experiences.
RQ1: Which APM techniques are described in SL?
RQ2: Which APM techniques are actually used in indus-

try?
RQ3: What are the prerequisites for successfully imple-

menting them?
RQ4: What positive and negative experiences are reported?

2.2 Search Strategy
Our sources are academic databases (DBLP, ACM Digi-

tal Library, IEEE Xplore), AI-based search engines (ORKG
and Consensus), and GL identified via Google Search. We
used different search strings for each database. First, we
searched the ACM Digital Library and IEEE Xplore using
the following Boolean search terms:

("agile project management" OR "agile management")

AND ("techniques" OR "methods" OR "practices") AND

("software" OR "software development" OR "software

engineering")

To capture more industry-focused research, we also used
the following term:

("agile project management" OR "agile manage-

ment") AND ("software" OR "software development"

OR "software engineering") AND ("industry" OR "ex-

perience")

As DBLP does not support Boolean operators, adapted
keyword-based queries were used:

agile project|management techniques|methods| prac-

tices software|development|engineering

agile project|management software|development |en-

gineering industry|experience

We used the following search terms for the search using
ORKG:

Find studies that focus on agile project manage-

ment techniques in the software industry. Include

sources that explain how these techniques are ap-

plied in practice, especially in managing agile

projects, as well as scientific discussions on

agile management approaches.

We also added the following text to the search of Consen-
sus, as Consensus allows for longer search terms:

Exclude papers where agile is only a secondary

topic.

Pay special attention to literature that ad-

dresses: Which agile project management tech-

niques are described in scientific and grey lit-

erature? Which of these techniques are actually

used in industry? What are the prerequisites for

successfully implementing them? What positive and

negative experiences are reported?

For the GL search, Google Search was used with queries
derived from RQ2-RQ4. RQ1 was excluded, as scientific
techniques were already covered by the academic searches.

Figure 1: Our search procedure. Numbers on arrows indi-
cate literature moving between steps (white arrow for SL,
grey arrow for GL).

We added filetype:pdf to focus results on reports rather
than basic core technique descriptions (e.g., Scrum), which
are not useful for our review.

software companies implementing agile report file-

type:pdf

prerequisites for software companies implementing

agile successfully filetype:pdf

experiences of software companies implementing

agile report filetype:pdf

2.3 Eligibility Criteria
To include only papers that meet our standards and are

useful for answering our RQs, we defined clear inclusion cri-
teria in Table 1.

Inclusion Criteria
IN-1 Literature written in English.
IN-2 SL published between 2015 and 2025 and

GL published between 2020 and 2025.
IN-3 Literature should focus on Agile and not

only include it as a secondary topic.
IN-4 Literature should focus on the software in-

dustry.
IN-5 SL should be published in peer-reviewed

journals and workshop conferences, and
GL should come from reputable organiza-
tions or experts.

Table 1: Inclusion criteria for literature

2.4 Search Procedure
We began our search as shown in Figure 1, collecting in-

formation from databases using the search terms defined in
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(a) Trend study of Agile methodologies (2018-2022) redrawn from
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Figure 2: A comparison between a study looking at all types of SL on AMTs and our study looking at only explanatory
literature.

Section 2.2. We limited results to 50 from ORKG and 100
from each Google search, since both engines yield millions
of results, and 20 for Consensus, which has its main results
in the first 20. These numbers are sufficient mainly because,
as more results are considered, they become repetitive and
lose relevance sharply. Next, we removed duplicate liter-
ature. We then screened the remaining literature by title
and abstract, addressing all questions for SL and focusing
on RQ2-RQ4 for GL. Finally, we reviewed the full papers
and decide whether to include them.

3. FINDINGS
This section presents the results of our MLR, without an-

alyzing them, and focuses on answering the RQs.

3.1 Overview of Identified Agile Techniques
in SL

As a first step, we will address RQ1 and review which
AMTs are discussed in the SL.

3.1.1 Core Agile Management Techniques
In the literature, it is important to differentiate between

studies that propose or adapt AMTs and studies that ana-
lyze the use of existing techniques in practice. The former
type, which we will refer to as the explanatory category,
includes papers that develop new methods or modify exist-
ing approaches, often validating them through case studies
or experimental setups. The latter category focuses on ob-
serving, reporting, or evaluating how techniques are actually
applied in industry, without proposing new methods.

Most reviews, like Trihardianingsih et al. [63], did not dis-
tinguish between these categories and report Scrum as the
most frequently discussed technique, followed by Extreme
Programming (XP), Kanban, and Lean Software Develop-
ment (see Figure 2a). Other literature with a narrower fo-
cus, such as Leite et al. [33] on Agile and technical debt,
supports these findings.

Looking at the explanatory category separately matters
because it makes it easier to compare what researchers study
with what companies actually use, as it may help show where
academic insights are not fully applied in industry. For this
category, we collected 25 scientific papers discussing the ex-
planatory category. As shown in Figure 2b, Scrum is by
far the most popular, with Kanban and XP following far be-
hind. Therefore, our results generally align with those of the

other reviews, and some trends are even more pronounced.
The dominance of Scrum is clear in both categories and will
be discussed later in Section 3.2 as well.

3.1.2 Hybrid Approaches
In addition to the established core Agile techniques, sev-

eral papers described hybrid project management approaches
that combine Agile practices with elements from other, some-
times traditional, management methods. A recurring theme
across the literature is the need to balance agility with over-
arching structure. For example, Adelakun et al. [1] described
hybrid project management as an attempt to preserve Ag-
ile flexibility while introducing additional structure through
more traditional management techniques, such as a modified
waterfall model in this case. The authors emphasized that
no single management approach fits all contexts, whether
Agile or traditional.

One example of a hybrid approach is OPENTCQ by Jan-
jua et al. [28], which integrates Agile methods with change
management and traditional project management elements.
It used the Unified Process (UP) to combine Agile iterative
development with the traditional, more structured iteration
planning. OPENTCQ also considers practical challenges,
such as team size, time constraints, and organizational con-
text, and adapts accordingly. This is supposed to help teams
stay flexible while keeping some level of control and coordi-
nation in changing environments.

Other hybrid approaches, such as AgileDBR by Smit-
Nunes [59], did not combine Agile with traditional man-
agement approaches but instead combine with other meth-
ods. AgileDBR blends Agile practices with academic mod-
els, namely the research methodology design-based research
(DBR). But the reasoning for keeping the flexibility of Ag-
ile while combining it with traditional, context-specific ap-
proaches, and its advantages, remained the same.

3.1.3 Artificial Intelligence and Large Language Mod-
els in APM

Recent research has also explored how AI and LLMs could
support APM in software development. One area of study is
the use of AI as an assistive tool for project and task manage-
ment. Shahriary et al. [56] compared LLMs acting as virtual
scrum masters with traditional human scrum masters and
found that AI was good at operational tasks such as ensur-
ing feasibility, clarifying tasks, and organizing sprints. How-
ever, humans still outperformed AI in areas requiring hu-
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man judgment, including dynamic project adaptation, risk
identification, and team management. Similarly, Dhruva et
al. [13] proposed that LLMs could assist in automating task
allocation using enterprise data.

AI is also being explored for resource allocation and risk
management. Almalki [5] and Patel et al. [42] proposed AI-
based systems that, among others, help assign tasks to team
members more effectively, identify potential imbalances in
workload, and recognize risks early. Almalki’s [5] model even
outperformed traditional Agile applications in some scenar-
ios, which shows the potential for AI to improve established
Agile methodologies.

Another area is enhancing the quality of Agile artifacts,
such as user stories and epics. Geyer et al. [21] and Schwedt
et al. [54] looked at AI-supported evaluation of these arti-
facts and showed that AI can check for consistency, identify
missing or unclear requirements, and generally support anal-
ysis. They also discuss how such tools can be used not only
to assess but also to actively improve user stories and epics.

Despite these promising results, several challenges remain
according to Saxena et al. [53] and Hamza et al. [24]. AI
tools depend on reliable data, and not only do they need to
be adapted to the specific project context, but the humans
using them need to be trained on them as well. There are
also ethical concerns about trust and accountability when
AI makes decisions that were traditionally made by human
team members.

3.2 Techniques Used in Industry
This section examines SL on case studies and GL to find

out which techniques are actually used in real-world organi-
zations to answer RQ2.

3.2.1 Most Commonly Adopted Techniques
The US GAO Agile Assessment Guide report (AAGr) [65]

and the 16th State of Agile report (SoAr) [14] pointed out
that the AMTs commonly adopted in the software indus-
try included Scrum, Kanban, ScrumBan, Iterative, Lean
Startup, eXtreme Programming, Scrum/XP Hybrid, and
Feature Driven Development (FDD). As indicated in Fig-
ure 3a, Scrum keeps its popularity, as it prevails the SL
stated in Section 3.1.1, followed by Kanban, leveraged by
more than half of the survey respondents from [14]. Scrum-
Ban and Scrum/XP Hybrid are examples of hybrid approaches
introduced in Section 3.1.2 applied by companies in the real
world.

3.2.2 Supporting Practices in Industry
In practice, digital project management tools are devel-

oped and utilized to maximize the usability of the core AMTs
mentioned before. According to Nandula Kowshik et al.
[61] and the 17th SoAr [15], major APM tools included
Jira, Trello, Asana, Azure DevOps, Miro, and Microsoft
Project. These tools provide features for user stories and
backlog management, sprint planning, virtual boards, burn-
down charts, and collaboration tools across the Software De-
velopment Life Cycle (SDLC) managed by Agile techniques,
contributing to enhancing collaboration, improving work-
flow efficiency, and ensuring project success [61].

AI is also explored by practitioners. The 17th SoAr [15]
pointed out that about 80% of the survey respondents were
trying to integrate AI with their Agile projects. Hamza et
al. [24] conducted a survey on using AI in APM, reveal-
ing substantial improvement in the accuracy of estimation,
resource utilization, and speed of decision-making. Remah
et al. [69] observed that Natural Language Process (NLP)
methods were applied in Agile projects dealing with the ef-
fort estimation process, based on the user stories, although
challenged by the lack of datasets for NLP networks creation
and training.

Mourad et al. [8] investigated the adoption of Design Think-
ing (DT) in Agile projects by User Experience (UX) design-
ers, and the results indicated that the practice of user testing
in the DT framework and user research autonomously con-
ducted by UX designers contribute to the enhancement of
the pace and efficiency of APM.

3.2.3 Context-Specific Findings
Core AMTs like Scrum were originally invented for col-

laboration in a single team. In order to manage large-scale
projects carries out by multiple teams at the same time,
scaled frameworks such as Disciplined Agile (DA), Dynamic
Systems Development Method (DSDM), Large Scale Scrum
(LeSS), Scaled Agile Framework (SAFe), Scrum@SScale, Scrum
of Scrums (SoS), Lean Management, Spotify Model, Enter-
prise Scrum, and other frameworks are proposed and com-
monly used in the industry, as stated by the AAGr [65] and
the 17th SoAr [15]. As illustrated in Figure 3b, SAFe is the
most prevalent scaled framework, followed by Scrum@Scale
and SoS.

In the successful practices of large-scale Agile projects pre-
sented by Knut H. et al. [48] and Torgeir et al. [16], ex-
tra roles were created, additional common rules were imple-
mented, closer collaboration between customer and supplier
was performed, tasks were re-distributed during sprints, mini



demos were showcased during the sprints, and more arenas
were added to strengthen inter-team coordination, which
provides meaningful lessons for later practitioners on large-
scale APM.

3.3 Prerequisites for Successful Implementa-
tion

The literature shows that successfully applying APM tech-
niques in industry depends less on the chosen method and
more on the conditions in which it is used. Both SL and
GL point to a set of organizational, team-, and process-
related, as well as context-specific factors that strongly in-
fluence whether Agile techniques work in industry.

3.3.1 Organizational Prerequisites
A common finding across many studies is that Agile needs

support at the organizational level. Several reviews and em-
pirical studies report that (top) management support, an
organizational culture that is open, and an effective process
of aligning with Agile values are essential for Agile initia-
tives to succeed, according to Junior et al. [30] and Fortuna
et al. [20]. These critical success factors are essential, as
when they are missing, Agile is often applied halfheartedly
and conflicts with existing structures, rather than improving
them.

Agile tends to work better in environments that allow au-
tonomy, trust in teams, and encourage continuous improve-
ment, while rigid hierarchies often limit its effectiveness ac-
cording to the AAGr [65]. Industry reports, like the 17th
SoAr [15], also support the view that visible support from
leadership is a key factor in the effectiveness of implementa-
tion, as many reasons for failure are in some way connected
to this.

3.3.2 Team-Level Prerequisites
Other commonly named prerequisites for effective Agile

implementation are at the team level. Fortuna et al. [20],
and Junior et al. [30] emphasize effective communication,
team self-organization, and flexibility. Fortuna et al. [20]
highlight team empowerment in particular. Fortuna et al.
[20] and Palopak et al. [40] additionally both highlight cus-
tomer focus as important, with Palopak et al. [40] even
stating it as the most important factor. Ahsan et al. [2]
also point out that the quality of the project manager is of
importance, with good teamwork, effective communication,
Agile delivery, and implementation experience, as well as
stakeholder management being named as the most impor-
tant qualities.

Industry-focused sources, such as PwC [44], the 17th SoAr
[15], and the AAGr [65], report similar observations. They
also note that teams often struggle when Agile is introduced
without clear guidance or training, emphasizing the impor-
tance of continuous learning and adaptation.

3.3.3 Process Prerequisites
From a process perspective, Dingsøyr et al. [17] and Edi-

son et al. [18] stress that Agile practices should be adapted
to the project context rather than applied rigidly. Reviews
show that tailoring practices to factors such as project size,
complexity, or regulatory requirements is especially impor-
tant in larger environments. Supporting processes such as
estimation, monitoring, backlog management, and risk man-
agement also need to align with Agile ways of working to

avoid unnecessary overhead [7, 17, 62]. The process should
also allow for frequent communication, for example, in daily
meetings, according to Junior et al. [30].

GL, such as the PwC report [44], also notes that Agile
practices are often implemented alongside existing organi-
zational and process structures rather than replacing them
outright. In these situations, a gradual adoption that is
continuously monitored and developed further is often seen
as more manageable than a complete Agile transformation.
Hybrid approaches are also mentioned as a possible solution.

3.3.4 Context-Specific Prerequisites
APM techniques are often based on small, dynamic teams.

When scaling up, large-scale Agile projects often face signif-
icant challenges related to coordination and sustaining Agile
practices over time. Research indicates that these environ-
ments require tailored practices and strong, motivated man-
agement involvement [4, 17, 55]. Because of their size and
complexity, large organizations often find it harder to adopt
Agile. Teams need to coordinate across multiple depart-
ments and projects while still following existing processes
and reporting rules.

Industry and public-sector reports, such as the PWC re-
port [44], also note differences in Agile implementation based
on company or project size. They highlight that large orga-
nizations and government agencies often report leadership
issues as problems for implementing Agile. Employees of
smaller companies, on the other hand, report having no
barriers much more often, as noted in the 17th SoAr [15].
The stricter regulations and policies in the public sector can
also make a full transition to Agile particularly challenging,
which makes broad support from leaders across the organi-
zation especially important, according to the AAGrv [65].

3.4 Reported Experiences
This section collects the benefits and challenges of Agile

techniques in practices reported in the reviewed sources to
address RQ4.

3.4.1 Reported Benefits
According to Faisal et al. [25], Asmaa et al. [6], Luca et

al. [34], and the 17th SoAr [15], the most frequently men-
tioned benefits of applying Agile techniques could be cate-
gorized as: i) Organizational level benefits: better work en-
vironment; ii) Team-Level benefits: increased collaboration,
increased time for innovation, better team satisfaction, and
better knowledge-sharing; iii) Process-Level benefits: better
alignment to business needs, better quality software deliv-
ered, increased visibility across the SDLC, faster response
to competitive threats, better user experience, better cus-
tomer service, improved risk management, decrease of User
Acceptance Testing (UAT) duration, aligned project vision,
and faster responsiveness to feedback. The survey about
job satisfaction carried out by Martin et al. [32] pointed
out that 40% of the plan-driven developers were unsatisfied,
while a very high satisfaction rate (85%) was observed for
those in Agile projects. Magne [29] found that Agile projects
had a higher average success and acceptance rate compared
with non-Agile projects for small-, medium-, and large-sized
projects.

Benefits of the Agile management tools, such as Jira, are
reported by Florian et al. [45], including easy access to ad-
ditional documents, automated archiving of relevant project



data, quick filtering and searching of requirements, auto-
mated generation and visualization of relevant key-figures,
and remote access and screen-sharing for distributed teams.

3.4.2 Reported Challenges
However, Agile is never easy to achieve in practice. Ob-

stacles exist both for the adoption and implementation of
AMTs.

The 17th SoAr [15], the AAGr [65], Asmaa et al. [6] stated
that the barriers for Agile adoption in organizations con-
sisted of: organizational resistance to change, not enough
leadership participation, inadequate management support,
business team not understanding Agile, insufficient employee
training, lack of business owner availability, transformation
is led by the technology organization, budget and/or revenue
issues, difficulty in timely adoption of new tools, difficulty
in establish and maintain technical environments, unclear
guidance for Agile, procurement practices may not have sup-
ported Agile projects.

The challenges for the implementation of AMTs, as men-
tioned by the 17th SoAr [15], the AAGr [65], Geetha et
al. [51], Luca et al. [34], and Nakash [38], were: i) Orga-
nizational level challenges: existing legacy systems requir-
ing mixed approaches, siloed teams causing delays on de-
liverables, some Agile methods clash with company culture,
inconsistent implementation of Agile across teams, chang-
ing leadership dynamics, trouble in committing staff; ii)
Team-Level challenges: difficulty in collaboration (especially
for remote collaboration), difficulty in transitioning to self-
directed work, requirement management issues, lack of suf-
ficient Agile experience; iii) Process-Level challenges: low
adoption, broken process, insufficient customer feedback,
hard to predict and estimate time of deliverables, lack of
visibility on dependencies, customers did not trust Agile so-
lutions, hard to execute compliance reviews within an iter-
ation time frame, inconsistency in stakeholder buy-in, too
many meetings being distracting; iv) Individual-Level chal-
lenges: difficulty in committing to more timely and frequent
input.

There are also drawbacks to the Agile management tools.
Florian et al. [45] pointed out that the lack of guidelines on
combining the digitalized management tools with physical
media, such as paper-based boards, which promote team
collaboration, reduced the efficiency of Agile and led to an
extra extensive learning phase for teams on that.

3.4.3 Context-Driven Differences
Incorporating Agile in large-scale projects leads to more

challenges. Through case studies, Hina et al. [52] observed
challenges in large-scale Agile projects in addition to those
mentioned in Section 3.4.2, including: i) Organizational level
challenges: organizational fragmentation and lack of com-
mon structure, and delayed decision-making; ii) Team-Level
challenges: continuously changing teams, distributed teams,
interdependent teams, delayed tasks and team conflicts, lack
of knowledge management and sharing, communication and
collaboration across teams, and challenges in workload and
expertise management across teams; iii) Process-Level chal-
lenges: lack of testing, unprioritized product backlog, poor
documentation, blind sprints, pending cases in the prod-
uct backlogs, compromised quality assurance, and deadlines
challenges. Brian et al. [27] noted foundational conflicts
between Agile principles and techniques and large bureau-

cratic organizations with well-established plan-driven meth-
ods, such as the organization of a great number of special-
ists outside the development teams and differences in the
role definitions in traditional organizations and Agile prin-
ciples. Meanwhile, the project’s relationship with the client
organization may suffer as the transition from traditional to
Agile methods is radical, and the client does not necessarily
accept Agile methodologies [27].

With the economy growing more and more globalized,
many software projects are carried out with distributed teams,
which entails other challenges. Ingo et al. [47] pointed out
that Agile Global Software Engineering (AGSE) was trou-
bled by fragmented documentation in Agile, exacerbated by
the distribution of teams.

Agile techniques are also applied in the Research and De-
velopment in the field of Internet of Things (IoT). Moedt et
al. [36] noticed that the frequent iteration of IoT techniques,
platforms, and architectural principles requires flexibility in
terms of the end product, and it was recommended to leave
some time in a sprint for these unplanned items.

Agile techniques could be utilized by the public sector in
order to increase performance as well as cut costs. How-
ever, Anna [31] and Dipendra et al. [22] noted challenges
such as: i) The detailed description of the solution required
by the public projects at the outset making it difficult to
introduce subsequent iterative changes; ii) The customer of
public sector have no choice and may not go to another
provider when the product does not meet their expectation,
leading to a high market pressure, making the incremental
improvement relatively trivial; iii) Potential restrictions of
knowledge sharing between different levels of management in
public organizations and lack of transparency might hamper
the implementation of Agile techniques.

4. DISCUSSION
The findings of this review reveal clear patterns in how

APM is studied and applied in practice. Looking at both
scientific and industrial sources and analyzing them helps
us put these findings into context, understand similarities
and differences between the two perspectives, and identify
trends.

4.1 Comparison of SL and GL Coverage of
AMTs

Our findings show that scientific and industrial literature
often support each other, but they take different approaches.
Scientific papers usually dive deep into specific Agile tech-
niques, explaining, testing, or analyzing them in detail, often
through case studies or surveys in a small number of organi-
zations. In contrast, GL comes from large industry surveys
and reports, such as the State of Agile, PwC, or the AAGr,
which provide a much broader view of the practices actually
used and the challenges faced in real-world settings.

While perspectives agree on roughly the same most used
AMTs, GL surveys a wide range of organizations to see what
actually works, while SL dives into the details, often devel-
oping new methods and testing them in case studies. So, sci-
entific studies tend to propose and test new ideas, whereas
GL analyzes what is happening in the field and what proves
effective.

Both SL and GL consistently highlight management sup-
port, effective team communication, team autonomy, and
continuous adaptation as key prerequisites to success. SL of-



ten attempts to define best practices for these prerequisites,
while GL typically derives them from respondent data.

A notable difference also emerges in the coverage of emerg-
ing topics such as AI and LLMs. SL explores these tech-
nologies in detail, whereas in the GL, they appear mainly as
secondary topics within broader industry reports.

Overall, the comparison shows that the scientific and in-
dustrial literature largely agree on which Agile techniques
are used, which prerequisites matter most, and the general
state of Agile. The main difference lies in how they gather
information and reach conclusions, with each perspective
complementing the other to provide a more complete un-
derstanding of Agile in practice.

4.2 Interpretation of Technique Adoption
The results show a clear pattern across both scientific and

industry sources that Scrum is by far the most commonly
discussed and used Agile technique, followed by Kanban,
XP, and a few other recurring approaches. This strong fo-
cus on Scrum is evident throughout our review, including
the general SL, explanatory studies, and industry reports.
Based on our findings, especially in Figure 2 and Sections 3.1
and 3.2, Scrum is even more dominant in explanatory SL.

The reasons for this dominance are not entirely clear, but
our results suggest a reinforcing effect between research and
practice. Because Scrum is widely used in industry, it is
often chosen as a starting point for research and discussion.
At the same time, its strong presence in academic work likely
contributes to its continued adoption in practice. For many
people encountering APM for the first time, Scrum is likely
to be the entry point, making it more likely to be used in
projects and studied by researchers.

Hybrid approaches are less common than Scrum, but they
remain important in both research and industry sources. In-
dustry reports describe hybrid approaches as practical ways
to meet specific needs, while scientific studies often explore
how Agile methods are adapted or blended rather than used
in their original form. In practice, teams rarely stick to pure
AMTs, instead tailoring them to their specific context. SL
proposes and tests these modifications, while GL confirms
their widespread use in practice.

Overall, the patterns we observed show that a small set of
well-known techniques dominate both research and practice,
but adaptations and combinations are common, especially in
practice. This indicates that APM is not applied in the same
way everywhere, and teams adjust it to fit their own needs
and situations.

4.3 Summary of Key Trends
We observed several trends from the reviewed literature.

1. Scrum is prevailing: In academia, 20 out of 25 sci-
entific papers were collected in the explanatory cate-
gory. In the industry, Scrum is also the most leveraged
AMT, as indicated by Figure 3a. AMTs like Kanban
and ScrumBan are also leveraged by a large portion of
professionals.

2. Hybrid approaches emerge: These practices, ei-
ther combining practices from different Agile method-
ologies or aligning traditional management techniques
with Agile techniques, indicate that the ’perfect’ model
for any case does not exist.

3. AI: The integration of AI, including LLMs and NLP,
into Agile management is widely explored by researchers
and practitioners. AI techniques are able to assist in
improving the performance of Agile management. Al-
though there are challenges and concerns about its us-
age, the consensus agrees on the potential of AI in the
field of Agile.

4. Large-scale: The adoption and implementation of
AMTs in large-scale projects are examined by prac-
titioners. SAFe is the most widely applied framework
to scale Agile methods to coordinate different teams.
Tailored practices beyond the scaled Agile framework
principles are emphasized in the literature for the suc-
cess of large-scale Agile projects.

5. Prerequisites of AMTs: The circumstances of the
in-plan Agile projects play a significant role in the suc-
cess of the implementation of AMTs. The literature
indicates a set of organizational, team-, and process-
level factors, together with context-specific factors, as
prerequisites of Agile projects.

6. Experience with AMTs: AMTs are beneficial, as
well as challenging. Agile techniques are never easy
to implement; there are barriers lying on the way to
success. It reveals that Agile is not just the business
of the organizations, but relates to every participating
individual.

5. IMPLICATIONS
The findings from our review suggest practical takeaways

for industry and highlight a few areas that could be further
explored in scientific work.

5.1 Implications for Industry
This literature review provides Agile practitioners with

the understanding of state-of-the-art AMTs, as well as the
prerequisites for the successful implementation of AMTs, the
potential benefits from these practices, and possible obsta-
cles on organizational, team-, and process-level, altogether
with context-specific practices.

For practitioners, the prerequisites reported regarding the
AMTs are useful in deciding the proper method to use in
their projects. Practitioners should know that Agile is not
a panacea and never forget that Agile is not simple, and it
requires sufficient knowledge of the organizational culture,
the team dynamics, and the expertise of each stakeholder,
in combination with good communication and collaboration,
and careful distribution of workload to overcome the chal-
lenges and achieve success. Practitioners should also con-
sider the client’s acceptance of Agile methodologies, and if
there are legacy systems needed to be coped with. According
to the context of the projects to be carried out, practition-
ers should autonomously adopt tailored practices, such as
creating extra roles for large-scale projects. Agile methods
are flexible and should never be rigid.

5.2 Implications for Research
The findings of this review suggest several directions for

future scientific work. Many of the prerequisites for suc-
cessful Agile adoption, such as management support, com-
munication, and adaptation, are covered extensively in the



literature. As a result, further research that merely repli-
cates these findings may add little new value.

Future studies could also benefit from a closer examina-
tion of the explanatory category in the SL on APM tech-
niques. In this review, we only considered a limited number
of papers in this category in Figure 2b. A larger, dedicated
review of this type of research could help identify which
techniques and assumptions dominate this part of research
and how they compare to what is actually used in prac-
tice. Such an analysis could also shed more light on where
research could better support industry needs, or where ex-
isting research insights are not yet reflected in practice. The
strong focus on Scrum, even stronger than in general scien-
tific research, as seen in Figure 2, suggests that other Agile
techniques and approaches remain underexplored and war-
rant greater attention. This also applies to general scientific
research on AMTs, but on a smaller scale.

Finally, we found only a small amount of literature specif-
ically examining small- and medium-sized organizations and
projects. This may be because Agile often works with fewer
issues in these settings, but that does not mean there is
nothing to learn from them. More generally, many studies
point out that Agile depends heavily on context, but in many
contexts, there is insufficient information on how practices
should change in different situations. Looking more closely
at these kinds of context-specific cases could help build a
better understanding of how Agile works in practice.

6. EVALUATION OF MULTIVOCAL AND AI-
ASSISTED APPROACH

Combining SL with GL helped us better compare aca-
demic and industrial perspectives on APM. While these sources
often approached problems from different angles, they gen-
erally reached similar conclusions and frequently comple-
mented each other by highlighting aspects that the other
alone might have missed.

A large portion of the GL we initially identified proved
to be of limited value, as reflected in the fact that only 4
of 302 sources were included. However, the relevant reports
still provided useful insights, mainly by adding industry-
wide data and perspectives that were less common in scien-
tific studies. Even though much of the GL was eliminated
early, the included sources helped support and contextualize
findings about common practices and trends in the industry.

Our GL search focused mainly on reports, leading to the
inclusion of mostly report-style sources rather than detailed
descriptions of individual organizations. But using broader
search strings often led to basic explanations of core Agile
techniques, which were not useful for this review. Overall,
focusing on reports turned out to be a good choice, as they
still provided relevant insights for our analysis.

The AI-assisted searches also contributed useful material.
For example, all papers identified through the Consensus
search were included after abstract screening. While some
of these papers were of poor quality, including ones gener-
ated by ChatGPT, the approach still helped uncover rele-
vant scientific work. In contrast, AI-assisted searches were
less effective for identifying useful GL.

Overall, even though not all the sources we found were
useful, using both traditional and AI-assisted searches helped
us gather input from both academic and industry perspec-
tives, thereby improving the quality of our review.

7. CONCLUSION
This study aims to develop a comprehensive understand-

ing of state-of-the-art AMTs, as well as the prerequisites for
applying these techniques and the positive and negative ex-
periences in practice. We specified this goal by defining four
RQs (RQ1-RQ4). We conducted an MLR, covering both
SL, GL, and literature found by AI-based search engines.
From the literature we collected, these questions all got cor-
responding answers in Section 3. Therefore, this study con-
tributes a unified source for practitioners and researchers for
a holistic understanding of AMTs.

The collected literature provides a comprehensive overview
of APM. Scrum, Kanban, XP, and hybrid methods are the
most common in both research and practice, and supporting
techniques using AI are emerging. Industrial reports largely
align with scientific studies, showing that Scrum and Kan-
ban are widely used alongside scaled frameworks such as
SAFe. Successful implementation depends on strong man-
agement support, effective team communication, team au-
tonomy, and continuous adaptation. Agile methods pro-
vide benefits such as fast product delivery, rapid response
to feedback, and higher team satisfaction. Still, they also
face challenges such as resistance to change, unclear APM
guidelines, customer trust issues, poor documentation, and
coordination problems in large or distributed projects.

The industrial reports included in GL provided very use-
ful information on the state of Agile management and de-
tailed descriptions of the prerequisites and challenges faced
by the practitioners. Meanwhile, studies found by AI-based
search engines, especially Consensus, offered supplemental
understanding in the field of Agile management. Thus, by
conducting this MLR, this study serves as evidence that, in
addition to the traditional scientific databases, GL and AI-
based search engines could be effective in presenting relevant
information and eventually help to form a comprehensive
understanding of the desired research topic, as well as the
difference between academic and industrial perspectives.

Content Item Associated References
Section 3.1.1 [33, 63]
Figure 2a [63]
Figure 2b [3,9,10,11,12,19,23,26,35,37,39,41,43,

46,49,50,53,57,58,60,64,66,67,68,70]
Section 3.1.2 [1, 28,59]
Section 3.1.3 [5, 13,21,24,42,53,54,56]
Section 3.2.1 [14, 65]
Figure 3a [14]
Figure 3b [15]
Section 3.2.2 [8, 15,24,61,69]
Section 3.2.3 [15, 16,48,65]
Section 3.3.1 [15, 20,30,65]
Section 3.3.2 [2, 15,20,30,40,44,65]
Section 3.3.3 [7, 17,18,30,44,62]
Section 3.3.4 [4, 15,17,44,55,65]
Section 3.4.1 [6, 15,25,29,32,34,45]
Section 3.4.2 [6, 15,16,34,38,45,51,65]
Section 3.4.3 [22, 27,31,36,47,52]

Table 2: Mapping of sections, figures, or tables to their ref-
erences to provide a better overview of the used sources.
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ABSTRACT
Increasing application-level security is a complex issue. A
common means to increase security is to start addressing it
early in the development process. Therefore, there is a need
for a process that takes security into account throughout
the whole software development effort. The Secure Soft-
ware Development Life Cycle (SSDLC) extends the exist-
ing Software Development Life Cycle (SDLC) model by in-
corporating security-oriented activities. Although being a
well-established approach in the industry, there is no single,
unified model of SSDLC in existing peer-reviewed literature
that coherently describes SSDLC. Lack of a unified model
makes it difficult for practitioners to follow a consistent pro-
cess. Currently, they need to utilize multiple sources that
differ significantly. This paper fills this gap by providing a
unified SSDLC model that incorporates common activities
and phases from academic literature. A structured literature
review was performed on existing academic sources using
earlier defined inclusion and exclusion criteria. Out of 248
papers found, 21 were identified as highly valuable to formu-
late the results. The results show some agreement between
the sources, especially in the pre-development phases. There
were also multiple disagreements that this paper aimed to
resolve - mainly inconsistent naming and different catego-
rization of activities. This review analyses those inconsis-
tencies and creates a coherent, uniform model for SSDLC.

Keywords
Secure Software Development Life Cycle, Software Engineer-
ing, Application-level Software Security

1. INTRODUCTION
The topic of security in software development is an in-

creasingly important issue [18]. The digitization of every
aspect of life is progressing at a fast pace. From private
companies, offering online solutions for a variety of problems
through banking and government activity, reliable software
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is needed everywhere [28]. The software security topic be-
came even more critical in the era of AI, since there is more
software developed than ever, and this software is not always
fully correct [29]. This rapid development forced organiza-
tions to adopt new strategies with the goal of decreasing dif-
ferent types of software-related risks. Despite ongoing efforts
to improve software security, the number of reported vulner-
abilities continues to increase year over year [18]. Therefore,
there is clearly a need for a complete and standardized ap-
proach in Software Development throughout the whole ap-
plication lifetime.

Software development has been evolving rapidly, and the
models guiding the development have been changing over
time. More traditional SDLC models, such as Waterfall or
the V-model [27], have been more focused on clearly defined
inputs and outputs to each phase and assumed that develop-
ment is a linear rather than iterative process. This provides
very little room to make changes in artifacts that were al-
ready produced; therefore costs incurred by such changes
were high, especially at the later stages. The answer to
this issue was iterative models, such as Scrum or Extreme
Programming [27], which focused on fast user feedback and
embraced change throughout the project lifetime. At the
time of creation of the paper usage of traditional models
was rare in the industry; therefore, the paper focuses on the
later approach.

Despite numerous approaches to integrating security
across different types of organizations, such as Microsoft
Software Development Lifecycle [16], Cybersecurity Frame-
work from National Institute of Standards and Technology
[20] and OWASP Developer Guide from Open Worldwide
Application Security Project [21], there is no established,
unified academic approach to Secure Software Development
Life Cycle (SSDLC). The purpose of this paper is to provide
a high-level, phase-based overview of security-oriented activ-
ities that can be integrated into the Software Development
Life Cycle (SDLC). To achieve this, a review of existing aca-
demic sources regarding application-level security activities
within the software industry was conducted.

This paper is structured as follows: Section (2) presents
work related to this study, Section (3) presents the method
used in this research. Section (4) presents the results of the
study. It first defines SSDLC and later identifies each phase
with activities belonging to that phase. Section (5) discusses
the results. Section (6) concludes the study.

2. RELATED WORK
Throughout modern history of computer science, there



was an ongoing effort in increasing the security of the cre-
ated software products, both in academic and industrial
research. There are plenty of developed and widely used
guidelines and methods in the industry, such as Microsoft
SDL [16], OWASP’s Software Assurance Maturity Model
[22], and NIST’s Secure Software Development Framework
[19]. There is also a large amount of scientific research,
which very often focuses on one specific part of SDLC or
discuss specific type of threat and possible mitigation, with-
out a unified model that should be utilized within SDLC.
Bernsmed et al. [6] discusses threat modeling in the context
of agile software development, Wang et al. [32] writes about
a modern approach to penetration testing, and Deepa et al.
[8] describes state of the art approaches of defending against
specific threats. There are also sources that aim to present
some form of SSDLC model. Fujdiak et al. [10] presents
a model with few activities added on top of SSDLC, but it
presents them very briefly without clearly defining how and
why those activities are a part of SSDLC model. Futcher et
al. [11] provides guidelines related to some of the SSDLC ac-
tivities based on standards and NIST, but it does not clearly
define what SSDLC is and how is it structured.

Although the number of scientific publications on the
topic of application-level software security is large, a lack of
a unified SSDLC model presents a clear gap in peer-reviewed
sources, even though there are models originating from the
industry that are widely used.

3. METHOD
This study uses a systematic literature review methodol-

ogy following the guidelines proposed by Kitchenham et al.
[15] to formulate a unified SSDLC model based on the exist-
ing literature. Peer-reviewed publications were searched in
the selected scientific databases using pre-defined keywords.
Found publications were then screened for relevance by pre-
defined inclusion and exclusion criteria. Relevant publica-
tions were analysed to identify the activities that SSDLC
includes and to formulate SSDLC definition.

3.1 Research Questions
To create a uniform model for the SSDLC, it is first neces-

sary to formulate a definition of SSDLC based on academic
sources. The second step is to identify and define the activi-
ties that compose SSDLC and to categorize them by SSDLC
phases.

Main research question that this study aims to answer is:
(RQ0): What is the Secure Software Development Life
Cycle (SSDLC)?

To answer this question, two more granular research ques-
tions were formulated, which together provide an answear to
RQ0:

(RQ1): What phases does the SSDLC consist of?
(RQ2): What activities constitute SSDLC and which

phases are they classified into?

3.2 Data source selection
This study used established academic research databases:

IEEEXplore, ACM Digital Library, and ScienceDirect.These
databases were selected because they cover the research do-
main and are the most established ones in the Software De-
velopment field. Only peer-reviewed publications were con-
sidered for this study. From those sources, a total of 248

sources were initially found, of which 38 were selected for
detailed review based on inclusion and exclusion criteria de-
fined in subsection 3.4.

3.3 Search strategy and keywords
Search keywords are ”Secure Software Development Life-

cycle” and ”Secure Software Development Life Cycle”. This
study is purely focused on SSDLC and these keywords reflect
this purpose. Althoug the literature has no unified naming,
these terms were chosen, because they capture majority of
studies that focus on SSDLC.

3.4 Inclusion and exclusion criteria
To filter found publications without bias, a set of inclusion

criteria in Table 1 and exclusion criteria in Table 2 has been
formulated.

ID Inclusion criteria
I1 Studies published between 2007 and 2025. This

time window was selected since publications
before referred to an outdated software devel-
opment process.

I2 Peer-reviewed conference papers or journals.
Selecting only peer-reviewed publications en-
sures scientific rigor and data quality.

I3 Entirely written in English. The author’s pre-
ferred language is English, and this avoids er-
rors in understanding related to translation.

I4 Studies that describe SSDLC or security-
related activities in SDLC. This ensures that
studies are directly related to stated research
questions.

I5 Text is available. Publication accessibility en-
sures that it can be properly analysed and
makes it possible for everyone to check the
sources of this paper.

Table 1: Inclusion criteria

ID Exclusion criteria
E1 The paper discusses a strategy to educate soft-

ware developers and not the SDLC itself. Pa-
pers discussing education strategies do not pro-
vide information directly about the develop-
ment process.

E2 The paper focuses on code-level strategy. This
paper focuses on project management level
strategies, and code-level strategies do not pro-
vide any more information on that topic.

E3 The paper focuses on organization-level poli-
cies. The scope of this paper is within the
lifetime of a certain project, organization level
policies do affect the project, but not in a direct
way.

E4 The paper describes methods for specific threat
prevention. The aim of SSDLC is not to protect
against specific vulnerabilities, but rather pro-
vide a guideline that increases the overall level
of security, so specific threat types are out of
scope.

Table 2: Exclusion criteria



3.5 Data extraction and analysis
Data were extracted from each study using a structured

approach. First papers were searched using 3 types of
queries: targeting only the title, only the keywords, or only
the abstract. This search revealed 248 potentially relevant
publications. Each of those publications were then screened
by title, abstract, conclusions and contents in this exact or-
der. During the screening the publications were discarded
based on inclusion Table 1 and Table 2. This screening pro-
cess revealed 21 relevant publications that were used to for-
mulate the results. Phases within SSDLC are major stages
during the software development process. Each of them
consists of activities that focus on a similar goals, aligned
with the Phase purpose. Phases were identified separately
in each source and later analyzed in terms of frequency. The
SSDLC phase structure used across this paper is based on
phases identified in the the majority of sources. Activities
were grouped by each phase, also based on to which phase
majority of sources classified given activity. Each activ-
ity were then analysed in terms of differences and common
points across the sources. Activities with varying names
were mapped into the most frequently used names based on
the description and name of the activity. Frequency of each
activity was counted to identify which activities were the
most common ones.

4. RESULTS
This section presents the results based on conducted sys-

tematic literature review and presents a unified SSDLC
model constructed from 21 reviewed publications.

Analysis of the papers found resulted in formulation of
five phases within SSDLC model: Planning and Analysis,
Design, Implementation, Testing, Deployment and Opera-
tion. While naming differed across the sources, these phases
were most commonly identified and represent common ab-
straction that was used to describe the development process.
Each of the activities provided by the sources was then fur-
ther categorised into those phases. Table 3 presents all SS-
DLC activities categorized into five phases. For each activity
there is a list of sources that mention specific activity that
makes it possible to quantify the amount of attention each
activity and phase got in the scientific sources.

From the data sources, it was found that in mentioned
activities, only part of them is performed solely for security
reasons, while the rest incorporates only elements or tasks
that are security oriented. Code Review (4.4.2) is an exam-
ple of task that is performed not just for security, but also
for maintenance, performance, etc. Thus this paper includes
categorization of the activities in those terms - activities that
are performed not only for security reasons are marked with
an asterisk (*).

4.1 SSDLC
The SSDLC is a model that extends the existing SDLC

model and adds security-related activities to it, but it does
not replace or remove any SDLC activities. It is intended to
be used throughout all SDLC phases where security-focused
tasks are performed alongside the standard SDLC. This ap-
proach allows teams to treat security as an integrated part
of the software and not as an additional layer added on top
of the software. This way is proven to detect security vul-
nerabilities and bugs early, even before the code is created,

by that reducing the overall cost of the project [26]. Since
SSDLC significantly increases the load of already complex
SDLC, therefore some structured management approach is
usually required [10]. SDLC as well as SSDLC can be viewed
as a process divided into phases. Phases identified for the
purpose of this paper are: Planning and Analysis, Design,
Implementation, Testing, and Deployment and Operation.
The iterative process of SSDLC is visualised in Figure 1.

4.2 Planning and Analysis Phase
In the reviewed papers, the planning and analysis phase

is frequently pointed out as a very important starting point
for introducing security considerations. Out of 21 papers, 19
point to the planning phase as a starting point for introduc-
ing security-related activities besides those typical in SDLC.
Although terminology differs between the sources - some of
the publications refer to it as requirements phase - most of
them emphasize the need to account for security from the be-
ginning. Besides standard SDLC activities, reviewed papers
most frequently focus on formulating security requirements,
discussed in 90% of reviewed papers; performing risk anal-
ysis, 43% of the reviewed papers; detailing misuse cases, in
38% and setting quality gates in 5%.

4.2.1 Security Requirements Elicitation
Security requirements elicitation activity focuses on pro-

ducing security requirements alongside functional and non-
functional requirements. Security requirements are security
concerns that should be considered when building software.
All potential security risks in a system should be identified
and documented. It is important to identify them as early
as possible since they will be used in further phases of SS-
DLC. When forming security requirements, a baseline list
of security requirements can be used, such as one provided
in OWASP CLASP [11]. Requirements need to be verified
in terms of quality and suitability for the specific project,
which is usually ensured by a special validation process.

4.2.2 Security Risk Assessment
Security risk assessment is a broad activity aiming to

evaluate all identified security issues. Multiple different ap-
proaches are used across the industry, the DREAD model is
an example of such an established method [30]. Risk analy-
sis is a part of risk assessment. It aims to rank architectural
flaws by severity, so the mitigation process will have prior-
ities. Ignoring risk assessment leads to problems with high
cost later. This activity can also be partially performed in
the design phase, as it is connected with threat modeling [2].

4.2.3 Detailing misuse cases
Detailing misuse cases activity focuses on creating abuser

and security stories, where a bad actor aims to execute mali-
cious action against the system [23]. These stories can then
be used to write corresponding automated tests checking
those scenarios.

4.2.4 Setting Quality Gates*
Setting quality gates aims to create checkpoint definitions

that define certain quality criteria that the system has to
pass to proceed. Although this activity is not purely security
related, it can be used to control quality of produced features
before proceeding which forces a more detailed checks and
thus decreases chance of security bugs [24].
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Figure 1: Proposed Unified SSDLC Model

4.3 Design Phase
Design phase focuses on designing the architecture and

components of the system. Security practices need to be in-
tegrated in architecture of the system instead of being some-
thing added on top of an already designed system. Threat
modeling is discussed in 67% of reviewed papers; secure ar-
chitecture design in 33%; design review in 14%; identifica-
tion of development tools in 10%.

4.3.1 Threat Modeling
Threat modeling process aims at analyzing which parts of

the system are exposed to the highest risk and identifying
the threats that can harm them. Results of this process are
a driving factor of the system’s security architecture design,
code review, and testing [11]. There are proven approaches
to threat modeling, which include attack trees, using the
STRIDE model and the DREAD model [33][11]. Threat
modeling is performed on different detail levels, from a spe-
cific algorithm used to a system’s component [12].

4.3.2 Secure Architecture Design

Security architecture design aims to enhance the security
by modeling the system in such a way that identified security
risks through the design of its components. System should
be immune to multiple classes of exploits by design. The
list of recommended software frameworks to be used in the
system should be created. Security design patterns should
be identified and promoted for the implementation [24] [7].
There is a variety of strategies in securing systems’ compo-
nents that are available in modern development frameworks.
One advised approach is to utilize a multilayer architecture
and to use appropriate security mechanisms at different lay-
ers of abstraction.

4.3.3 Design Review*
Design review is a structured evaluation of the artifacts

produced in the design phase. It should be performed by
experts and take into account requirements created during
planning and analysis phase and check if all identified secu-
rity flaws. Design review is also used to assess the quality
of the artifacts, thereby it is not strictly a security related



Phase Activity Papers Count

Planning and Analysis Security Requirement Elicitation [7][23][4][10][11][14][13][12][25][24][26][34][1]
[17][31][33][30][3][2]

19

Risk Assessment [23][4][10][11][12][25][1][17][2] 9

Detailing Misuse Cases [23][26][17][31][33][2][14][25] 8

Setting Quality Gates* [24] 1

Design Threat Modeling [23][10][5][11][12][25][24][26][1][17][31][33]
[30][2]

14

Secure Architecture Design [7][9][23][10][24][1][31] 7

Design Review* [10][24][23] 3

Identification of Development Tools* [4][12] 2

Implementation Coding Standards Formulation* [7][23][11][25][24][1][31][33][30][2] 10

Code Review* [7][23][10][11][12][25][24][26][34][1][33][30][2] 13

Static Code Analysis* [7][23][4][10][5][14][13][12][25][1][17][31][33]
[30][3][2]

16

Pair Programming* [23] 1

Testing Security Testing [7][9][23][10][14][12][25][26][34][1][17][31][30]
[2]

14

Penetration Testing [7][4][10][12][25][24][26][1][31][33][3][2] 12

Fuzz Testing* [23][4][12][25][24][26][1][2] 8

Dynamic Code Analysis* [7][23][4][10][14][12][25][24][1][17][30][3][2] 13

Deployment and Operation Security Audits [23][12][25][24][1][31][2] 7

Security Configuration Hardening* [23][10][12][25][26][7][4][34][1][31][33][9] 12

Table 3: Activities and sources per SSDLC phase

activity [10].

4.3.4 Identification of Development Tools*
Identification of development tools aims to plan the devel-

opment environment and select the tools that will support
the development. Those tools should be checked for possible
security flaws, especially when it comes to tools that access
the code directly, for example continuous integration system
[12]. This can prevent security incidents during implemen-
tation and testing phases.

4.4 Implementation Phase
Implementation phase focuses on producing the system’s

source code. The process is based on earlier defined re-
quirements and architecture decisions, while taking into ac-
count identified security threats. Multiple approaches can
be used to reduce the risk of security vulnerabilities in the
produced system. Most frequently advocated include coding
standards formulation, reported by 47% of the reviewed pub-
lications; practicing code review, mentioned in 61% of the
sources; scanning the source code using static code analy-
sis tools, advised in 76% of the sources; and practicing pair
programming, 5% of the sources.

4.4.1 Coding Standards Formulation*
Coding standards formulation is an activity that produces

programming guidelines and rules that help software devel-

opers create more maintainable, scalable and secure solu-
tions. Entries that include security considerations are a good
strategy in reducing the number of flaws in the produced
code, thus leading to fewer security vulnerabilities [11]. De-
veloper teams should have a clear coding standards baseline
that is being followed and checked in code review. An exam-
ple of such a rule can be the deprecation of unsafe functions
with a defined replacement solution and rationale [2].

4.4.2 Code Review*
Code review is a process of reading and looking for is-

sues in code, done by a professional. They are a good way
of finding mistakes in implementations of correct designs,
not necessarily related to security, but also maintainability
and scalability of the solution. The code should be reviewed
before being committed to the main branch, and the de-
velopment environment should allow tracking all reviewed
changes [7]. Issues that are found in code reviews are usu-
ally of a different nature than issues found in testing, so the
former cannot be replaced by the latter. They are also a
good way of sharing knowledge about security vulnerabil-
ities and secure coding practices between engineers. Code
reviews can be further improved by creating a review check-
list and identifying high-risk code, which is reviewed in more
detail [24].

4.4.3 Static Code Analysis*



Static code analysis tools are able to calculate several code
quality metrics, which help in identifying code that should
be improved in terms of readability, security or performance
by refactoring. Among the tools that provide such function-
ality is SonarQube, which provides support for wide range
of programming languages [12]. Static code analysis can be
further automated by running it as a part of a Continuous
Integration (CI) service [24].

4.4.4 Pair Programming*
Pair programming is a coding practice where two software

developers work together (at a single workstation) at the
same time on the same task. It aims to increase code quality,
but is rarely used [23]. This practice can help in producing
safe and correct code, especially in more complex parts of
the system.

4.5 Testing Phase
Testing phase aims to verify whether the system produced

in the implementation phase satisfies the requirements. This
is done mainly by testers who run various types of manual
and automatic tests on the system. Besides tests typical for
SDLC, SSDLC adds a few types of verification. The most
popular ones are various forms of security testing, described
in 67% of reviewed papers; fuzz testing, included in 38%
of the papers; penetration testing, advised by 57% of the
papers; and dynamic code analysis, 62% of the papers.

4.5.1 Security Testing
Security tests are tests focused on verifying the established

security requirements. This should be done in a dedicated
testing environment that is very similar to the production
environment. A series of automated tests from security test
suites should be executed. This test suite, apart from testing
the initial security requirements, should include some find-
ings from development and other testing activities [12][30].
Similarly to coding standards, testers should use testing
standards and best practices in black/gray/white box tests
to increase the chance of detecting vulnerabilities [11].

4.5.2 Penetration Testing
These tests aim to breach the system the same way as

an attacker would. Results from such tests can be used
to patch vulnerabilities and improve the system’s security.
Sometimes considered a part of security testing (4.5.1).

4.5.3 Fuzz Testing*
Fuzz testing is a computationally expensive technique of

verifying a program’s behavior on large amounts of random,
invalid, or malformed input data. This type of verification
is often viewed as costly and not as beneficial as other tech-
niques, but it is often advised as a complementary strategy
in software testing [23]. Whether to include fuzz testing in
the testing phase depends largely on the system type, its
purpose and used abstraction level, with low-level systems
often being well suited for fuzz testing [24][2].

4.5.4 Dynamic Code Analysis*
Dynamic code analysis is a method of examining a sys-

tem’s behavior while it is running. It can find issues between
different software components, something that static analy-
sis can’t do [17]. Dynamic code analysis is also often used
with goals different than security, for example performance.

4.6 Deployment and Operation phase
Deployment and operation phase is the part where the

production environment is being created and later operated.
The main tasks that need to be done revolve around ensuring
the correct configuration of system’s components and appro-
priate observability setup. Security audits are mentioned in
33% of the sources and security configuration hardening in
57%.

4.6.1 Security Audits
Security audits are an external form of verification used to

assess whether a system complies with the expected security
standards. They are typically conducted by an independent,
external expert who review the system’s source code and
documentation. This activity is an expensive approach and
should be performed after internal testing is done [10].

4.6.2 Security Configuration Hardening*
Security configuration hardening is an activity of improv-

ing and securing the configuration to meet the security re-
quirements. Configuration should be created to correctly se-
cure the system, database and setup backups. This includes
setting up logging and monitoring correctly and securely,
that the application state is visible in real time as well as
logs can be used to investigate when an issue appears. The
final configuration should be reviewed and evaluated by an
expert, audit can be performed to check it [10].

5. DISCUSSION
This study examined existing reviewed sources regarding

SSDLC structure and which activities are most often in-
cluded in the SSDLC. From the referenced literature, it is
obvious that SSDLC is an integrated part of SDLC and
should be used across all phases. Most focus goes to the
beginning of the project, as multiple sources state that se-
curity should be included as a part of the project from the
beginning and not added after an incident happens.

One of the key finding is strong bias towards importance
of early phases in SSDLC. The majority of sources agree that
addressing security as early as possible is crucial to creating
a secure project. Also early phases contain majority of ac-
tivities related purely to security, which further emphasizes
the importance of adopting security practices early into the
project. When designing the system, the earlier a security
vulnerability is detected, acknowledged and further devel-
opment takes it into account, the lower the resulting cost of
such an issue - the difficulty of changing the implementation
in a specific way increases with the project size.

Some of the activities, most notably Setting Quality Gates
(4.2.4), (4.3.3) and (4.4.4) remain underexplored in the con-
text of SSDLC, with very little sources mentioning and dis-
cussing those. At the same time Security Requirement Elic-
itation (4.2.1), Threat Modeling (4.3.1) and (4.4.3) are dis-
cussed in detail in over 50% of the sources. This imbalance
suggests that greater effort is put into discussing those ac-
tivities, perhaps because of the overall impact they have on
the project’s security.

Sources differ in terms of terminology used, phases in-
cluded in the SSDLC, and which activities belong to which
phase, but this paper tried to create coherent descriptions
of each activity, taking into account all relevant sources. As
pointed out by Neil et al. terminology in cybersecurity space
is not unified and this is clearly seen in this paper.



It is worth noting that Microsoft SDL was referenced
multiple times throughout different papers as a source for
SSDLC practices. While Microsoft is not the only large
company researching and using SSDLC, it is most com-
monly cited by scientific sources that discuss SSDLC. Spe-
cific phases also referenced OWASP SAMM and CLASP, as
well as Common Criteria.

5.1 Limitations
When gathering data from multiple sources, it could have

been possible that two distinct, but closely related activities
were understood and presented as a single one. Amount of
sources is relatively small for using it as a base to create a
uniform SSDLC model, especially when there is a lot more
information about it in grey literature that was not consid-
ered. Differences in terminology in the sources may have
been interpreted incorrectly. This added a risk of miss cate-
gorizing activities. The field of software security is evolving
rapidly, there is not enough peer-reviewed academic litera-
ture on the on security impact of generative AI, so this publi-
cation may not be up to date in terms of industry standards.
This paper only provides a proposal of SSDLC model which
was not validated through case studies and experiments, so
it needs further work to be fully utilized.

6. CONCLUSIONS
This paper showed a unified and structured Secure Soft-

ware Development Life Cycle (SSDLC) model. Structured
approach based on systematic literature review was used to
gather data from 21 publications. This study identified ac-
tivities composing SSDLC and categorized them into phases.

The proposed gathers SSDLC sources and creates a uni-
fied model which can be utilized in further studies on SS-
DLC. The model identifies and describes phases of SSDLC
and categorizes activities based on those phases while also
considering whether activities are performed purely for se-
curity reasons.

This paper is a first draft of a unified SSDLC model and
it lays ground work for further work on SSDLC model, such
as practical application and additional refinement. While
based on the literature this model needs to be further studied
in practice, fur example by surveing the practitioners and
applying the model in a real project while observing the
results.
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ABSTRACT
Successful software modernization projects require ad-
dressing both human and organizational factors alongside
technical aspects, yet many projects fail when these di-
mensions are treated in isolation. At its core, software
modernization represents an organizational change pro-
cess that requires managing how stakeholders transition to
new systems, technologies, and practices. Change man-
agement, a well-established research field, offers systematic
approaches to help organizations navigate such transitions
and ensure successful adoption of change. While it provides
proven frameworks for managing organizational changes,
assessments of how these frameworks apply to software
modernization settings remain limited. To address this
gap and examine how change management principles can
improve software modernization outcomes, a systematic
mapping study was conducted to identify connections be-
tween the two domains and determine how they complement
each other. The study examines research articles spanning
both domains and compares their fundamental character-
istics, including processes, tools, stakeholder involvement,
and evaluation methods, to identify similarities and differ-
ences that determine how change management frameworks
can be applied in software modernization settings. This
comparison reveals several overlapping characteristics, in-
cluding the critical role of stakeholder engagement, the need
for skill development and upskilling, and recurring chal-
lenges related to organizational resistance and knowledge
transfer during transitions. Taken together, these findings
suggest that change management approaches are well suited
to software modernization initiatives, as modernization pri-
marily targets technical system evolution, whereas change
management emphasizes organizational adoption, offering
practitioners systematic approaches to address the human
and organizational dimensions critical to project success.
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1. INTRODUCTION
Software systems in organizations around the world are

aging. While regular updates and patches address immedi-
ate issues, many critical systems require fundamental archi-
tectural changes to remain viable. Some challenges faced by
these legacy systems include integrating new technologies,
handling increasing demands, and meeting modern security
requirements. At the same time, organizations recognize
that modernization is essential for competitiveness, safety,
and cost efficiency.

The goal of these modernization projects is to add new
technology to make systems easier to use and more help-
ful for the organization while preserving important business
logic and data accumulated over several years [3]. Critical
systems, including those built decades ago as well as more
recent ones, now struggle to keep up with growing demands,
work with newer technologies, and meet today’s security
standards [2]. Organizations know they need to modern-
ize these systems to stay competitive, keep operations safe,
and control costs.

However, modernization projects often run into problems
that prevent them from succeeding. Many fail completely, go
over budget, take longer than planned, or don’t deliver the
improvements they promised. Research shows that technical
issues aren’t the only reason these projects fail [16]. Organi-
zational and human factors, such as organizational restruc-
turing and how well people adapt to change, are just as
significant in determining whether modernization succeeds
or fails.

Modernizing software today requires more than just tech-
nical solutions. Organizations must manage the human and
organizational aspects of change, which include building
stakeholder support, training employees, and establishing
clear communication throughout the modernization process
[12]. When modernization initiatives neglect these factors



and focus exclusively on technology, they risk encountering
resistance from staff, losing institutional knowledge, and
failing to achieve the intended business outcomes [19]. This
raises the question of whether and how change management
strategies, which prioritize these human and organizational
aspects, might influence modernization outcomes [12].

Organizations attempting to address these organizational
and human challenges have increasingly explored combining
technical modernization roadmaps with structured change
management frameworks [16]. Such approaches may include
early stakeholder analysis, co-creation of a shared modern-
ization vision, and incremental delivery of visible benefits
[12]. Some initiatives also incorporate feedback loops, or-
ganizational structure adjustments, and continuous commu-
nication mechanisms into the modernization program [19].
However, the relationship between these change manage-
ment practices and technical modernization strategies re-
mains underexplored in the literature.

This paper explores the intersection of software modern-
ization and change management by comparing the charac-
teristics of technical modernization strategies with those of
change management approaches [1]. Key characteristics in
both domains are analyzed to identify potential areas of
alignment and divergence, examine challenges that emerge
during transformation [16], and compare practices that orga-
nizations employ throughout modernization initiatives [12].
Through this comparative analysis, the aim is to understand
how these two domains relate to one another and what im-
plications this relationship might have for practitioners nav-
igating legacy system modernization.

2. RELATED WORK
This section presents existing terms and related work from

the research fields related to software modernization and
change management. The papers discussed in this section
serve as contextual background to establish foundational
concepts and terminology in both domains. These papers
are not part of the systematic analysis presented in the Re-
sults section (Section 4), which is based on the 24 papers
identified through the systematic mapping study methodol-
ogy described in Section 3. Notably, examples in the litera-
ture that explore change management strategies for modern-
ization are limited to very specialized fields within software
engineering.

Software modernization encompasses strategies for trans-
forming legacy systems to meet contemporary technological
and business requirements. Bakar et al. [3] identify six im-
plementation phases in modernization, including planning,
requirements determination, design, development, testing,
and implementation. Different modernization approaches
serve distinct purposes depending on organizational needs
and system characteristics. Primary motivations include
reducing maintenance costs, increasing system flexibility,
addressing technology obsolescence, and enabling integra-
tion with modern platforms. M’baya et al. [14] propose
a framework addressing the full modernization lifecycle
through qualification, selection, transition, and validation
phases. Koskinen et al. [10] reveal through empirical study
that while economic evaluation is pursued in moderniza-
tion decisions, quantifying benefits remains challenging and
decisions often rely partly on expert judgment.

Change management is about optimizing the process of
change from the beginning state to the final goal. The con-

tent of the goal itself is not included in the definition [11].
There are three starting points for change management:
structure, culture and the individual. The implementation
of change always requires the active support of employ-
ees [11]. In addition to the dimension of people, technology
and processes are the other integral dimensions [15].

While change management theories apply broadly across
organizational contexts, their application to software mod-
ernization remains relatively underexplored. Enterprise
Resource Planning (ERP) systems represent one of the few
contexts where the intersection of software modernization
and change management has been explicitly examined. ERP
transformations involve both upgrading complex technical
systems and fundamentally changing how organizations
work, making them a natural domain where both technical
and organizational change approaches must be addressed.
Research in this area demonstrates that change manage-
ment frameworks are increasingly being integrated into
ERP modernization efforts. Prakash and Pinto [17] pro-
vide a table that displays where change management has
been referenced in ERP transformations. Seven well-known
change management models have been applied to various
parts of ERP modernization. One example is the ADKAR
model by Jeff Hiatt [6] used to focus on preparing employ-
ees for the successful deployment of the modernized ERP
system by Leppänen [13]. The ADKAR model is especially
well suited for ERP implementations, as its focus lies on
the people involved in change and its connection to project
success [17]. Successful ERP transformation depends on
both technology and the people involved and is an organiza-
tional change. The integration of change management helps
to prepare, engage and successfully complete the system
modernization [17].

Wendland et al. [20] identify the need to integrate change
management into their modernized cloud system to address
organizational challenges that arise during cloud migration.
These and other tasks have to be resolved in the indus-
try [20]. Addressing this need, Yusof [21] describes change
management strategies that are essential for cloud migra-
tion: leadership support, phased implementation, perfor-
mance incentives, and the dynamic process of continuous
improvement. The author emphasizes that in addition to
the human elements addressed by change management, tech-
nical aspects are important as well. Cloud migration is an
organizational transformation and a technical moderniza-
tion [21].

Hayretci and Aydemir [5] observed and compared the
legacy system migration of three large retail banks between
2014 and 2020. They found that successful migration de-
pends on technological expertise as well as effective change
management practices to deal with risks and transitions.
The identified best practices include the phased migration
approach, the usage of hybrid systems during transition,
and robust project management techniques.

Beyond organizational and strategic considerations,
changing requirements play a crucial role in software mod-
ernization [3]. The process of analyzing the old system
requirements and synthesizing the new ones are two of the
six implementation phases characterized by Bakar et al. [3].
There are various change management activities that have
been developed to manage requirements change [3].



3. RESEARCH METHOD
To explore the relationship between software moderniza-

tion and change management, this study conducts a sys-
tematic mapping study to identify connections between the
two domains and compare their key characteristics. The
approach involves systematically reviewing literature from
both domains to identify and compare their defining charac-
teristics, practices, and challenges. This comparative anal-
ysis enables the identification of potential alignments, di-
vergences, and areas where change management approaches
may be applicable to software modernization contexts. A
systematic mapping study was chosen to provide a struc-
tured overview of the intersection between both domains
within the available time and resources. Due to time con-
straints, the search was limited to a single database, which
may reduce coverage and limit the generalizability of the re-
sults. Since both areas contain a large body of literature,
the study applies a focused search and screening process to
ensure transparency and sufficient rigor. The steps of the
study are detailed in this chapter.

3.1 Research Questions
Building on the methodology outlined above, the primary

goal of this mapping study is to identify how software mod-
ernization and change management are connected and to
determine whether they can reinforce each other. As the lit-
erature review revealed that existing examples are limited to
specialized contexts such as ERP systems, cloud migration,
and banking sector transformations, the research questions
aim to explore a more generalized understanding of the rela-
tionship between these domains. In particular, the following
research questions will be explored:

RQ 1: What are defining characteristics of
change management and software moderniza-
tion, respectively?

RQ 1.1: To what extent are change management
approaches applicable to software moderniza-
tion?

3.2 Search Strategy
To capture relevant research across both software mod-

ernization and change management domains, the following
search strategy was used.

3.2.1 Search String
To include both areas as well as find research that com-

bines them, the following search query was used:

(“All Metadata”: software moderni*ation change
management)

The query searches across all metadata fields to find stud-
ies that address both software modernization and change
management. By searching all metadata rather than lim-
iting to specific fields like title or abstract, the query cap-
tures a broader range of relevant literature, including studies
that do not prominently feature the search terms in the ti-
tle but nevertheless address the relationship between these
domains. The wildcard in ”moderni*ation” accommodates
both British and American spelling variants (modernisation
and modernization).

3.2.2 Data Extraction
The search query was executed on the IEEE Xplore

database on November 11, 2025. IEEE Xplore is the largest
digital library for research in electrical engineering, comput-
ing, and electronics. All papers returned by the search were
downloaded and imported into Zotero, a reference manage-
ment tool, for systematic organization and screening. An
initial screening was conducted to assess the relevance of
each paper to the research questions. During this screening
process, each paper was categorized using tags to indicate
its primary focus: software modernization (papers primarily
addressing modernization strategies and technical aspects),
change management (papers primarily addressing change
management theories and practices), both (papers explicitly
addressing the intersection of both domains), or not rele-
vant (papers outside the scope of this study). This tagging
system helped identify papers on the relationship between
the two domains.

The initial search returned 48 papers in total.

24

Irrelevant

19

SM

3

CM

2 Both

Figure 1: Distribution of screened papers (48 to-
tal) (SM = Software Modernization, CM = Change
Management).

3.2.3 Data Synthesis
Following the initial screening, papers tagged as software

modernization, change management, or both (24 papers in
total) were selected for detailed analysis. Papers marked
as not relevant were excluded from further consideration.
The relevant papers were thoroughly reviewed to extract
key characteristics, practices, and challenges related to both
software modernization and change management. Nine key
characteristics emerged as recurring themes across the liter-
ature: motivation, definition of change, phases, tools, core
activities, risks, evaluation, stakeholder management, and
upskilling. These characteristics were selected based on how
frequently they appeared in the papers and their importance
for understanding how each domain approaches transforma-
tion. For each characteristic, the papers were analyzed to
compare how software modernization and change manage-
ment differ in their approaches and to determine the ex-
tent to which change management practices are applicable
to software modernization contexts.

4. RESULTS
This section summarizes the main findings of the sys-

tematic mapping study by comparing key characteristics of
software modernization and change management. Table 1
provides a concise overview of how both domains align and
where they differ.



Table 1: Summary of the comparison between software modernization and change management across key
characteristics

Characteristic Software Modernization Change Management

Motivation Technical sustainability (cost, risk of becoming
obsolete, reliability, compliance).

Strategic adaptation (competitiveness, resilience,
transformation readiness).

Definition of change Technical system evolution (architecture, code,
platform).

Organizational transition (people, culture, prac-
tices).

Stakeholders Stakeholders support decisions; weak engagement
risks conflict and poor estimates.

Stakeholders are central; participation increases
acceptance and reduces resistance.

Phases Structured around technical delivery and imple-
mentation.

Structured around readiness, participation, and
anchoring change.

Core activities Reverse engineering, migration, refactoring, re-
engineering.

Workshops, communication, training, feedback
and alignment.

Tools Automation and engineering support (e.g., trans-
formation tooling).

Facilitation and adoption support (e.g., stake-
holder mapping, readiness measures).

Upskilling Learning new tools/technologies and modern de-
velopment practices.

Building organizational capabilities to sustain
new ways of working.

Risks Technical failure, disruption, compatibility, cost
and complexity.

Resistance, low buy-in, inertia, misalignment.

Evaluation System and productivity metrics (quality, perfor-
mance, maintainability).

Adoption and readiness indicators (understand-
ing, adhesion, participation).

4.1 Motivation
Understanding what motivates software modernization

and change management initiatives is essential because mo-
tivation determines which problems organizations prioritize,
how they allocate scarce resources, and whether transforma-
tion efforts receive sustained commitment when challenges
inevitably emerge.

Software modernization initiatives are typically driven by
technical problems and operational sustainability concerns.
Organizations modernize because legacy systems become in-
creasingly difficult, time-consuming, and costly to maintain
[3]. Houekpetodji et al. [7] identify the core motivation
as companies’ need to “deliver good quality products fast”,
requiring improvement in development practices to remain
competitive. M’baya et al. [14] emphasize that as technol-
ogy changes rapidly, enterprises must upgrade legacy sys-
tems to provide suitable modernization or risk progressive
obsolescence. Koskinen et al. [10] document that mod-
ernization initiatives arise from multiple sources including
legislative changes that mandate system updates, vendors
ceasing maintenance support, obsolete technology platforms,
and business strategy shifts requiring new system capabil-
ities. These technical and regulatory motivations enable
organizations to justify modernization investments through
quantifiable cost reductions, improved system performance,
reduced business continuity risks, and enhanced ability to
meet evolving business requirements.

In change management, motivation emphasizes organiza-
tional competitiveness and strategic adaptation. Le Grand
and Deneckere [12] frame motivation around Industry 4.0
and digital transformation, noting that companies must
modernize their practices and tools to complete future
programs successfully. The motivation extends beyond
mere survival. Ruiz et al. [18] argue that enterprises need
to evolve ”to be adapted with changes in their context,”
emphasizing proactive adaptation to changing markets, cus-
tomer expectations, and competitive landscapes. Change
management treats transformation as essential for maintain-
ing relevance, with motivation stemming from the need for
organizational agility. These strategic motivations enable

organizations to frame change initiatives as investments in
competitive advantage, workforce capability, and organiza-
tional resilience rather than merely reactive responses to
problems.

The key difference is that software modernization is moti-
vated by technical problems that threaten operational conti-
nuity, because systems that no longer work effectively force
action, while change management is motivated by strategic
opportunities and competitive pressures that promise orga-
nizational advantage. Effective transformation requires bal-
ancing both motivations. Technical urgency can drive rapid
system upgrades without securing organizational commit-
ment, while strategic ambition can generate strong support
for changes without matching technical capability, creating
a mismatch between why the change is wanted and what
can realistically be delivered.

4.2 Definition of Change
Software modernization and change management define

“change” in fundamentally different ways, which shapes how
each field approaches transformation. Software moderniza-
tion sees change primarily as technical system evolution.
Cánovas and Molina [4] describe it as “understanding and
evolving existing software assets to maintain their business
value”, focusing on architectural transformation, code mi-
gration, and platform upgrades. Houekpetodji et al. [7]
echo this technical view, describing modernization as im-
proving “software development practices” to deliver quality
products efficiently. In this perspective, change is measured
through technical metrics like code complexity and system
interoperability.

Change management, however, sees change as a much
broader organizational transformation. Le Grand and De-
neckere [12] define change as “the change from one state to
another” but explicitly recognize its human impact: “change
can be experienced as a trauma from employees” and must
address practices, work conditions, tools, management,
business, strategies. This definition includes organizational
structures, employee behaviors, and cultural shifts, which
are dimensions that software modernization literature rarely



discusses. Ruiz et al. [18] try to bridge this gap, noting
that “enterprise systems need to evolve to be adapted with
changes in their context” but the fundamental difference
remains.

This difference creates two perspectives that complement
each other but are incomplete on their own. Software
modernization’s technical focus provides precision for trans-
forming systems but overlooks how people adapt, which
may explain why modernization projects face resistance.
Change management’s broader view addresses organiza-
tional dynamics but lacks technical detail for complex
system transformations. The intersection of these fields
shows that successful transformation needs an integrated
definition that acknowledges both technical system evolu-
tion and the human-organizational dimensions required for
lasting adoption.

4.3 Stakeholders
Stakeholder management appears as a clear theme in a

subset of the reviewed literature, with three papers directly
addressing stakeholder dynamics in software modernization
and change management contexts.

Koskinen et al. [10] examine multi-stakeholder environ-
ments in software modernization projects, identifying key
stakeholder groups including developers, managers, client
organizations, and suppliers. Their empirical study reveals
that client organizations retain final decision-making author-
ity while collaborating with IT managers and expert groups.
The authors document specific consequences of poor stake-
holder engagement, including decision-making based on in-
tuition rather than evidence, inaccurate benefit estimates,
and conflicts between suppliers and clients.

Le Grand [12] investigates stakeholder participation in
change management processes, presenting quantitative evi-
dence that stakeholders who participate in designing changes
demonstrate 97% higher acceptance rates. Conversely, ex-
cluded stakeholders exhibit resistance and feelings of aban-
donment that impede progress. This work critiques tradi-
tional change management approaches for treating stake-
holders as passive recipients rather than active participants
in the change process.

Ionita et al. [8] highlight that involving stakeholders dur-
ing modernization can trigger organizational change, such
as introducing new roles, adjusting structures, and dealing
with continuing reliance on legacy systems.

4.4 Phases
Both software modernization and change management or-

ganize their work through sequential phases, but how these
phases define completion determines whether transforma-
tions succeed or fail. The critical difference is what each
field considers “done”, one focuses on technical functionality,
the other on human readiness. This mismatch explains why
technically successful modernizations often fail to achieve
adoption.

To illustrate these differences, we examine phase mod-
els from the reviewed literature. Bakar et al. [3] identify
six modernization phases namely planning, old requirements
determination, new requirements determination, design and
development, testing, and implementation, where “reverse
engineering was highlighted as an important technique” for
extracting business logic. Each phase builds linearly toward
the next, treating technical deliverables as primary comple-

tion criteria. In contrast, Le Grand and Deneckere [12] pro-
pose three change management phases: Define, Experiment,
and Anchor, where the Experiment phase serves as “the
heart of the agile change model”through iterative workshops
that cycle until a sufficient level of satisfaction is obtained
for all stakeholders. Unlike modernization’s step-by-step
technical approach, change management deliberately loops
through experimentation, measuring phase success through
employee “information rate”, “understanding rate”, “adhe-
sion rate” and “participation rate”.

The phase models from the cited papers illustrate how
phase completion criteria differ between the two domains.
This difference creates projects that can technically finish
all modernization phases while failing to achieve human
adoption. Successful integration requires redefining what it
means to complete a phase by acknowledging that neither
technical functionality nor human readiness alone represents
genuine transformation. Both dimensions must be satisfied
before declaring any phase complete.

4.5 Core Activities
Understanding the core activities in software moderniza-

tion and change management is crucial because these activ-
ities reveal how each discipline operationalizes its approach
to transformation and determines what can realistically be
achieved within organizational constraints.

In software modernization, core activities center on techni-
cal transformation processes. The work typically progresses
through phases of planning, requirements extraction, design
and development, testing, and implementation [3]. Cen-
tral to this process is reverse engineering, which involves
analyzing existing code to extract business logic and under-
stand system architecture before transformation can begin
[14]. These technical activities enable organizations to mi-
grate legacy systems to modern platforms, improve system
performance, and reduce technical debt through automated
processes and architectural refactoring. The focus remains
primarily on the system itself: understanding what exists,
determining what should exist, and executing the technical
changes needed to bridge that gap.

Conversely, change management activities emphasize hu-
man engagement and organizational adaptation. The pro-
cess involves defining the change roadmap, experimenting
through participatory workshops, and anchoring changes in
organizational culture [12]. These workshops include ses-
sions to address concerns, brainstorming to generate solu-
tions, and experimentation to test new ways of working.
They enable organizations to involve stakeholders in de-
signing the change itself rather than imposing it. Comple-
menting these workshops are control activities that measure
adoption through indicators of information, understanding,
adhesion, and participation, allowing change managers to
adjust their approach based on stakeholder readiness.

The critical distinction is that software modernization ac-
tivities enable technical transformation through systematic
engineering processes, while change management activi-
ties enable organizational adoption through participatory
engagement. Technical change without adoption leads to
unused systems, while adoption without technical capability
leads to frustrated expectations.

4.6 Tools
Tool selection reveals different philosophies about who



should drive transformation, whether humans should exe-
cute predefined changes or actively participate in shaping
them. This difference matters because tools carry assump-
tions about who controls change, directly affecting whether
people feel imposed upon or engaged, which determines re-
sistance or acceptance.

Software modernization and change management use fun-
damentally different types of tools. Cánovas and Molina
[4] describe Architecture-Driven Modernization (ADM) us-
ing ”metamodeling and model transformation” to automate
”basic activities in software change processes,” enabling re-
verse engineering and code generation with minimal manual
effort. These tools treat transformation as an engineering
problem that can be solved through automation, minimiz-
ing human involvement. In contrast, Le Grand and De-
neckere [12] propose tools like “cartography of change” and
“participatory workshops” for mapping impacts and foster-
ing dialogue. The ICAP barometer measures “information
rate”, “understanding rate”, “adhesion rate” and “participa-
tion rate” rather than technical metrics. These tools work as
facilitation aids, creating structured spaces for stakeholder
involvement rather than automating tasks away.

Successful integration must balance automation’s effi-
ciency against participation’s adoption benefits. Tools
designed purely for technical transformation risk excluding
the human engagement necessary for organizational accep-
tance, while tools focused only on participation may lack
the efficiency needed for complex technical changes. Suc-
cessful transformation requires combining tools, some that
automate technical tasks and others that create meaning-
ful opportunities for stakeholder participation in decisions
affecting their work.

4.7 Upskilling
Learning new skills and upskilling is discussed in a lim-

ited subset of the reviewed literature, with two papers di-
rectly addressing the challenge of stakeholders learning new
skills in software modernization and change management
contexts.

In software modernization projects, learning new skills
presents significant technical challenges. When modernizing
software development practices, developers must acquire
new competencies in tools and methodologies they have
never used before [7]. The technology itself can create ad-
ditional obstacles; obsolete technologies make it difficult to
adapt both the technology and the development practices it
encourages to modern standards.

Similarly, change management requires substantial skill
development, but focuses on broader organizational capabil-
ities rather than purely technical skills. Successful transfor-
mation programs require support for people to drive them,
and skill alignment is a fundamental challenge [12].

With only two papers addressing learning and skill devel-
opment, upskilling appears underexplored at the modern-
ization–change management intersection. Future research
could evaluate training strategies, define knowledge transfer
metrics, and examine how upskilling affects adoption.

4.8 Risks
Understanding risk in software modernization and change

management is critical because risk determines which trans-
formation initiatives proceed, how resources are allocated,
and what mitigation strategies organizations must deploy to

protect both technical investments and organizational sta-
bility.

In software modernization, risks center on technical failure
and system integrity. Organizations face the risk of business
disruption if legacy systems fail during migration, loss of
critical business logic embedded in old code, and compati-
bility issues with modern platforms [3]. Houekpetodji et al.
[7] document how obsolete technologies create additional dif-
ficulties in adapting both the technology itself and the devel-
opment practices it encourages to modern standards. The
maintenance of legacy systems becomes increasingly diffi-
cult, time-consuming, and costly, yet organizations cannot
simply discard these systems because they contain valuable
business information accumulated over years [3]. M’baya
et al. [14] note that redeveloping systems from scratch is
considered risky and expensive, positioning modernization
as the lesser of two risky alternatives. These technical risks
enable organizations to quantify potential system downtime,
estimate migration costs, and plan for technical contingen-
cies through phased rollouts and parallel running of old and
new systems.

Conversely, change management risks emphasize human
resistance and organizational inertia. Le Grand and De-
neckere [12] describe how change can be experienced as trau-
matic by employees accustomed to established routines, not-
ing that resistance to change is a defining challenge that
change management must address. When individuals feel
uninvolved in change decisions, resistance intensifies. Their
research shows that employees who lack opportunity to par-
ticipate in planning the change are significantly more likely
to reject transformation initiatives. Ruiz et al. [18] extend
this perspective by noting that legacy systems involve “com-
plex interrelationships of information, organisation culture
and environment” meaning that even when technology is re-
placed, legacy work models persist and result in resistance.
These human-centered risks enable organizations to antici-
pate adoption challenges, design participatory interventions,
and measure readiness through indicators of understanding,
adhesion, and participation.

The fundamental difference is that software modernization
risks threaten system functionality and business continuity
through technical failure, while change management risks
threaten organizational effectiveness through resistance and
cultural rejection. Successful transformation requires ad-
dressing both. Technical excellence without adoption pro-
duces systems nobody uses, while adoption without techni-
cal capability leads to chaos when promised changes cannot
be delivered.

4.9 Evaluation
Understanding how software modernization and change

management measure success is essential because metrics
determine which initiatives receive continued investment,
how progress is communicated to stakeholders, and whether
transformation efforts are considered successful or failures
requiring course correction.

In software modernization, evaluation focuses on techni-
cal system characteristics and operational efficiency. Or-
ganizations measure code quality metrics, system perfor-
mance benchmarks, and architectural improvement indica-
tors. Kamimura et al. [9] emphasize measuring business
logic complexity to prioritize modernization efforts and es-
timate required work. Houekpetodji et al. [7] document



practical metrics including average development time per
ticket, ticket lifetime from opening to closing, and the num-
ber of closed tickets per programmer, metrics that directly
quantify developer productivity and system maintainabil-
ity. M’baya et al. [14] propose quality metrics within an
assessment framework to verify that claimed modernization
benefits have been achieved. These technical metrics enable
organizations to demonstrate return on investment through
measurable improvements in system performance, reduced
maintenance costs, faster feature delivery, and decreased
technical debt.

In contrast, change management evaluation centers on
human adoption and organizational readiness. Le Grand
and Deneckere [12] introduce the ICAP barometer mea-
suring four critical adoption indicators: information rate
(whether people know about the change), understand-
ing rate (whether people comprehend what will change),
adhesion rate (whether people accept the change), and
participation rate (whether people actively engage in imple-
menting change). These metrics track the psychological and
behavioral journey of stakeholders through transformation.
The ICAP approach enables change managers to identify
adoption bottlenecks. For instance, high information rates
but low understanding rates signal communication prob-
lems, while high understanding but low adhesion indicates
resistance requiring intervention. The emphasis remains
on measuring human states rather than system states,
recognizing that successful change manifests in altered be-
haviors, increased capability, and sustained organizational
transformation.

The fundamental distinction is that software moderniza-
tion metrics make technical progress visible and quantifi-
able through system measurements, while change manage-
ment metrics make human adoption visible through behav-
ioral and attitudinal indicators. Effective transformation re-
quires both types of measurement. Technical metrics alone
can produce systems that meet specifications but are not
adopted, while adoption metrics alone can create support
for changes that cannot be delivered or sustained techni-
cally.

5. DISCUSSION
The comparison shows a clear pattern across all the char-

acteristics we examined: software modernization and change
management approach transformation from different per-
spectives that complement each other rather than conflict.
Software modernization focuses on technical system changes,
treating transformation as an engineering problem that can
be solved through automation, technical expertise, and sys-
tematic processes. Change management focuses on human
and organizational adaptation, treating transformation as a
social process that needs participation, dialogue, and behav-
ioral change.

This difference shows up in every dimension. Software
modernization defines change as technical system evolution,
organizes phases around technical deliverables, uses auto-
mated tools, measures success through system metrics, and
is motivated by technical problems. Change management
defines change as organizational transformation, organizes
phases around human readiness, uses participatory tools,
measures success through adoption indicators, and is moti-
vated by strategic opportunities. Neither perspective alone
is sufficient for successful transformation, as one side risks

building systems nobody will use, while the other risks cre-
ating expectations that cannot be met.

The key insight is that these two perspectives create
frameworks that complement each other but are incomplete
on their own. Software modernization provides precision
for executing technical transformation but lacks ways to
manage human resistance, build organizational capabil-
ity, and ensure adoption. Change management provides
ways to manage human dynamics but lacks technical detail
for executing complex system transformations. Successful
transformation requires bringing both frameworks together.
Technical excellence must be combined with human engage-
ment, system metrics with adoption indicators, automated
efficiency with participatory legitimacy.

Despite the need for this integration, the study reveals
that the two fields remain largely separate. Of the 48 papers
examined, only 2 explicitly addressed both software modern-
ization and change management together, while most papers
focused on one domain or the other. Software moderniza-
tion literature sometimes mentions stakeholder engagement
and training but treats these as secondary concerns rather
than core requirements. Change management literature ac-
knowledges technical implementation but focuses mainly on
human and organizational factors. The few examples of in-
tegration found remain limited to specialized contexts like
ERP implementations and cloud migrations, which limits
our understanding of how these frameworks can be com-
bined more broadly.

This gap has real consequences. Organizations that treat
modernization purely as a technical project often discover
too late that resistance, skill gaps, and organizational iner-
tia prevent adoption of technically successful systems. Or-
ganizations that emphasize change management may build
enthusiasm and readiness but struggle when technical com-
plexity exceeds what they can deliver. Effective transfor-
mation requires treating modernization as both a technical
and organizational change process from the start, with inte-
grated approaches that address both dimensions throughout
all phases.

6. CONCLUSION AND FUTURE WORK
This study examines the intersection between software

modernization and change management. It shows that mod-
ernization focuses on technical delivery, while change man-
agement focuses on adoption and organizational readiness.

6.1 Summary
This paper examined the relationship between software

modernization and change management through a system-
atic mapping study of 48 papers from IEEE Xplore. The
analysis identified nine key characteristics and revealed that
the two domains approach transformation from complemen-
tary but separate perspectives. Software modernization fo-
cuses on technical system changes using automated tools
and technical metrics, while change management focuses on
human and organizational changes using participatory ap-
proaches and adoption metrics.

The comparison shows that the two perspectives address
different aspects of transformation. Software modernization
focuses on system changes while change management focuses
on human adaptation. This separation suggests that focus-
ing on only one perspective may be insufficient: technical
changes without addressing human factors could face adop-



tion challenges, while organizational changes without tech-
nical capability could face implementation challenges.

6.2 Future Work
Several research directions emerge from this study. First,

expanding the literature review to other databases would
provide a more comprehensive understanding. Second, case
studies comparing projects that integrate change manage-
ment with those that do not could provide evidence of prac-
tical benefits. Third, applying established change manage-
ment frameworks such as ADKAR [6] to software moderniza-
tion contexts beyond ERP systems could demonstrate their
broader applicability and effectiveness. Finally, developing
an integrated framework combining modernization phases
with change management practices could offer actionable
guidance for practitioners.
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ABSTRACT
Machine learning (ML) transparency has become a criti-
cal requirement in high-stakes domains, with model cards
emerging as the widely adopted standard for standardizing
model reporting. Despite their adoption in industrial repos-
itories, recent empirical evidence suggests a significant dis-
parity between the framework’s aspirations and its practical
utility.

This study presents a Systematic Literature Review (SLR)
of 26 peer-reviewed publications, combining empirical find-
ings into a review of the good (standardization benefits), the
bad (operational friction), and the ugly (malpractice and
ethics washing). Additionally, we evaluate the landscape of
technical tools designed to support model card creation.

The results indicate that although model cards have suc-
cessfully established a common vocabulary, they frequently
fail to communicate actionable risks and limitations due to
liability concerns and a lack of verification. Regarding tool-
ing, we find that while tools such as RiskRAG and DocML
demonstrate effectiveness, the broader landscape prioritizes
the speed of content generation over verifying data.

We conclude that for model cards to function as effective
safety instruments rather than marketing artifacts, the field
must pivot from generative assistance to automated content
verification and enforced documentation standards.

Categories and Subject Descriptors
D.2.0 [Software Engineering]: General—Documentation;
I.2.6 [Artificial Intelligence]: Learning—Machine learn-
ing, transparency ; K.4.2 [Computers and Society]: Social
Issues—Social ethics

Keywords
Model Cards, Machine Learning Documentation, System-
atic Literature Review, AI Transparency, ML Documenta-
tion Tools
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1. INTRODUCTION
Model cards are specialized documentation artifacts de-

signed to encourage transparent reporting of model char-
acteristics, similar to nutritional labels for consumer goods
[1, 2]. Typically presented as short documents (see exam-
ple model cards by Google DeepMind [3]), they serve the
primary goal of clarifying intended use cases and standard-
izing ethical reporting for AI systems [1]. To achieve this,
the framework requires a structured organization consisting
of nine essential sections, as shown in Figure 1 [1]. These
artifacts primarily use a descriptive approach to communi-
cate important facts, such as the model’s architecture, the
training data used, and its potential limitations [4, 5]. A cen-
tral feature of model cards is the inclusion of benchmarked
evaluation results across relevant cultural, demographic, and
phenotypic groups, which helps diverse stakeholders assess
fairness and suitability [1, 6].

The creation of model cards stemmed from the rapid adop-
tion and inherent complexity of ML models, particularly
those deployed in critical domains such as healthcare and
law enforcement [1]. Historically, ML adoption outpaced ex-
isting documentation standards. As a result, models are of-
ten distributed without the essential information users need
to understand their systematic impacts [2, 5]. This lack of
transparency led to significant failures, including instances
where opaque software predicted a higher risk of future crime
for African-Americans compared to White individuals [5, 7].
Consequently, Mitchell et al. [1] proposed model cards to ad-
dress these gaps and minimize the risks of deploying models
in contexts for which they are not suited.

In the current landscape, model cards have matured from
a proposed solution to a widely adopted standard for model
reporting [8]. Their integration into central repositories,
most notably Hugging Face with the Model Card Writing
Tool [9], has cemented their role in the ecosystem, with
major companies such as Google and OpenAI routinely at-
taching them to model releases [10, 8]. Furthermore, this
adoption is increasingly driven by a shifting regulatory en-
vironment rather than voluntary consensus alone [11]. Leg-
islative frameworks, such as the EU AI Act [12], are consol-
idating documentation requirements into formal laws, effec-
tively transitioning model cards from optional best practices
to strict compliance necessities for high-risk systems [13, 14].

2. RELATED WORK
The related work for this study can be categorized into two

main categories: empirical analyses of model card adoption



Model Card

• Model Details
Information about the model, including developer,
version, type, publishing date, licensing, citation,
contact information, and summarizes information
about the training approach.

• Intended Use
Use cases and users for which the model was de-
signed, along with out-of-scope or inappropriate
uses.

• Factors
Relevant demographic, environmental, or technical
factors considered during model development and
evaluation.

• Metrics
Performance measures, decision thresholds, and
variability analyses chosen to reflect potential real-
world impacts.

• Evaluation Data
Overview of the datasets used for evaluation, includ-
ing motivation for their selection and major prepro-
cessing steps.

• Training Data
High-level description of training data sources and
key characteristics, including distributions over im-
portant factors where available. May not be possible
to provide.

• Qualitative Analyses
Overall performance results and intersectional anal-
yses across relevant groups.

• Ethical Considerations

• Caveats and Recommendations

Figure 1: Summary of model card sections and sug-
gested prompts for each. [1]

and technical proposals for documentation assistance. Re-
garding empirical adoption, most existing research focuses
on specific components of the gap, though a few papers pro-
vide a more comprehensive overview. A notable example is
the systematic study by Liang et al. [8], which offers an
overview of all model cards on Hugging Face with a primary
focus on their completeness. Another similar study was later
conducted that includes a wider range of models while shift-
ing the analytical focus toward risk [7]. However, there is no
paper which gives a broad overview of problems with model
card adoption across all dimensions.

In the context of tooling, there is currently a lack of peer-
reviewed evaluations covering all established tools, which
represents a clear gap in the existing literature. While for-
mal evaluations are missing, curated lists of tools and their
specific use cases can be found in Hugging Face blog arti-
cles, such as their model card landscape analysis [15]. Our
research aims to directly address and close this gap.

3. PROBLEM STATEMENT & RESEARCH
QUESTIONS

As described in the previous sections, model cards have
matured into an industry standard [8]. However, despite
the widespread adoption and regulatory pressure [8], empir-
ical findings consistently reveal a substantial gap between
the ambition of model cards and their practical utility [2,
14]. The quality of current documentation often falls short
of established practices for traditional software [2] or safety-
critical manufacturing standards [16]. Especially essential
sections such as ethics or security considerations are heav-
ily dependent on the execution of the individual creator [16,
5, 13]. While questions have been raised regarding whether
model cards achieve their intended goals in practice [7], there
is currently no comprehensive review of these empirical in-
sights.

The large amount of evaluations of model cards and pro-
posed tools for solving their problems make it difficult to
obtain a clear overview of empirically evaluated proposals
or case studies. To date, there has been no consensus on
the collective empirical evidence regarding the specific pit-
falls and gaps in model card adoption and a classification
of the range of tools offered to assist their creation. The
main purpose of this study is to bridge this gap by conduct-
ing a SLR that synthesizes disparate empirical findings into
a consolidated view of the good (benefits), the bad (opera-
tional friction), and the ugly (malpractice). In addition, this
study investigates the technological landscape to determine
what supporting tools exist and how they address the iden-
tified shortcomings. We evaluate whether these tools explic-
itly solve the adoption gaps or if they lack sufficient empir-
ical validation. This consolidated overview contributes new
knowledge by linking identified adoption failures directly to
the capabilities of existing tooling, or the lack thereof.

This study makes use of a scientific literature review, aimed
at answering the following two research questions

• RQ1: What are strengths and weaknesses of model
cards based on empirical studies?

• RQ2: What supporting tools for the creation of model
cards have proven effective, according to the litera-
ture?

The remainder of this paper is organized as follows: Sec-
tion 4 outlines the methodology of the SLR, detailing the
search strings, the databases consulted, and the specific in-
clusion and exclusion criteria used to filter the corpus. Sec-
tion 5 summarizes the findings on the empirical utility of
model cards, categorizing them into strengths (the good),
operational limitations (the bad), and systemic risks (the
ugly). It also reviews the technological landscape to evaluate
the tools available for generating model cards. Finally, Sec-
tion 6 interprets these findings by identifying specific gaps
in current tools that fail to address the weaknesses high-
lighted in the empirical data. Section 7 concludes the paper
by discussing future work.

4. METHODOLOGY
To answer the research questions (RQs) defined in this

study, a SLR was conducted in accordance with the estab-
lished guidelines proposed by Kitchenham [17]. This ap-
proach provides a structured, transparent, and reproducible



process for identifying, selecting, and synthesizing relevant
literature on model card practices and tools. The review
process consisted of four main phases: (i) formulation of a
search strategy, (ii) creation of inclusion and exclusion cri-
teria, (iii) selection of studies based on these criteria, and
(iv) extraction and synthesis of data.

4.1 Search Strategy
The search strategy was designed to retrieve relevant pub-

lications that explicitly discuss model cards in the context
of ML documentation. To achieve this, a search string was
constructed that targets publications at the intersection of
the ML domain and the model card artifact.

4.1.1 Search String
To ensure high relevance, a search string was constructed

that combines terms related to the domain with terms spe-
cific to the target artifact.

• Domain: Terms related to Machine Learning (e.g.,
“machine learning”, “ML”, “AI”).

• Artifact: Terms related to model cards (e.g., “model
card”).

This formulation intentionally restricts the search space
to publications that engage directly with model cards rather
than general documentation approaches or other usages of
model cards in other domains. The final search string used
across all databases is as follows:

("machine learning" OR "ML"

OR

"artificial intelligence" OR "AI")

AND

( "model card" OR "model cards" )

4.1.2 Databases
To ensure broad coverage of relevant literature in com-

puter science and software engineering, the search was exe-
cuted across the following three scientific databases:

• ACM Digital Library

• IEEE Xplore Digital Library

• Scopus

The search was restricted to the abstract field to avoid re-
trieving papers that merely reference model cards within the
full text, and limited to papers published after 2019. This re-
striction ensured that the results emphasized publications in
which model cards represent a primary or substantial topic
of interest.

4.2 Inclusion and Exclusion Criteria
To ensure the quality and relevance of the selected studies,

we established a set of strict criteria prior to the screening
process. These criteria were applied consistently to deter-
mine whether a publication directly contributed to answer-
ing our research questions.

To be included in the final corpus, a study was required
to meet all of the following conditions:

IC1 The central theme and primary focus of the paper must
be model cards.

IC2 The paper must present one of the following:

– Empirical evidence regarding the utility, effective-
ness, or quality of model cards.

– A proposal and/or evaluation of a concrete tech-
nical tool or method for the generation, manage-
ment, or assessment of model cards.

IC3 The paper must be a peer-reviewed academic publica-
tion.

After applying the inclusion criteria, we filtered the re-
maining publications using the following exclusion criteria
to remove studies that did not meet our quality or accessi-
bility standards:

EC1 The paper is peer reviewed in a conference which lacks
credibility.

EC2 The paper is not accessible for us to review.

4.3 Study Selection
The study selection process followed the search strategy

previously outlined and applied the predefined inclusion and
exclusion criteria to ensure consistency throughout the re-
view.

The initial search on abstracts across all databases yielded
a total of 126 publications. After removing duplicates, 80
unique records remained for screening. Both authors inde-
pendently reviewed the records by applying the criteria to
the title, abstract, and full text of each publication. When
relevance could not be determined from the abstract, the full
text was examined to reach an informed decision. Disagree-
ments between reviewers were discussed until a consensus
was reached. Following this process, 26 studies met all cri-
teria and were incorporated into the final analysis.

Initial Search Results

• 21 IEEE
• 26 ACM
• 79 Scopus

Duplicates Check 46 Excluded

Screening (IC / EC) 54 Excluded

Final Selection

126 publications

80 publications

26 publications

Figure 2: Systematic literature review selection pro-
cess



4.4 Categorization of Findings
Following the study selection, empirical findings were ex-

tracted and coded thematically. To answer RQ1, each find-
ing was assigned to one or more of the three categories:
findings describing demonstrable benefits of model cards
(e.g., standardization or adoption) were coded as the good ;
findings identifying practical limitations, frictions, or un-
met goals were coded as the bad ; and findings indicating
deliberate omission, performative compliance, or misleading
documentation practices were coded as the ugly. Ambiguous
findings spanning multiple categories were discussed qualita-
tively rather than forcefully assigned into a single category.

5. RESULTS
The findings reported in this section are derived from the

thematic coding of the 26 studies described in Section 4, with
empirical observations grouped according to their dominant
implications for the utility, limitations, and misuse of model
cards. First, we analyze the empirical evidence regarding
the utility and limitations of model cards in real-world sce-
narios, categorizing findings into strengths and significant
adoption gaps. Subsequently, we examine the technological
landscape to evaluate the tools and frameworks that have
been proposed to address these challenges.

5.1 RQ1: The Good, the Bad and the Ugly
The synthesis of empirical evidence reveals a clear contrast

in the current status of model cards. While the framework
has achieved its primary goal of standardization, the litera-
ture highlights a divergence between this theoretical utility
and practical implementation. This section first outlines the
successful adoption of the framework (the good), before ana-
lyzing the operational shortcomings (the bad) and instances
of systemic misuse (the ugly) that have emerged alongside
it.

5.1.1 The Good: Standardization and Adoption
The literature consistently identifies a primary success

characteristic of the good : the framework has established a
standardized vocabulary for AI transparency and achieved
widespread adoption across industry platforms such as Hug-
ging Face [8, 10]. Model cards were introduced to serve as
the primary resource for understanding reusable software
components [1], and empirical analysis confirms that this
terminology has been formally integrated into infrastructure
in both academia and industry [10].

This standardization has provided tangible benefits for
users. For instance, “Intended Use” sections are present in
almost all analyzed model cards, aiding users in validity as-
sessments [8].

Beyond these successes, however, empirical studies pre-
dominantly report operational shortcomings (the bad) and
instances of systemic misuse (the ugly). Crucially, these
negative outcomes are often mixed and derive thematically
from “the good” adoption of the framework. For example,
the broad accessibility intended by the standard can lead
to “ugly” implications regarding reproducibility. Therefore,
rather than separating findings into binary categories, we
analyze these disparities across three key dimensions: the
systematic lack of documentation completeness, the obfus-
cation of limitations and risks, and the persistent tension
between technical reproducibility and broad accessibility.

5.1.2 The Lack of Completeness
Despite the broad adoption described above, empirical

analysis reveals a substantial gap between the presence of a
model card and the depth of actual reporting [2]. Documen-
tation quality remains highly variable and often superficial.
One analysis indicated that 18 out of 22 information types
proposed in the original framework appear in less than half
of existing model cards [8]. Consequently, the utility of in-
dividual cards remains heavily dependent on the integrity
and diligence of the creators. This is, for example, reflected
in the length and granularity of the model card: depending
on the popularity of the model, the word count can range
from 191 words at the population level, to an average of 521
words inside the top 100 models on Hugging Face [8].

However, even if sections are filled out, their correctness
is unclear. The Environmental Impact section, for exam-
ple, is only filled out in 2% of the cases, and about 84.8%
of those sections are automatically generated by other AI
tools [8]. A survey of NLP literature revealed that explicit
reporting of energy consumption and greenhouse gas emis-
sions remains negligible, prompting proposals for specialized
Climate Performance Model Cards [18].

The most significant disparity between the proposal’s as-
piration and current practice, however, lies in ethical re-
porting. Although model cards were designed to encour-
age forward-looking fairness analysis and accountability [1,
19], empirical studies portray a major gap in execution. In
a study of over 32,111 model cards, risks and biases were
documented in less than 20% of cases [8]. A more recent
analysis of 450,000 models found that only 14% reported
risks, with 96% of that content being copied rather than
original [7]. This evidence suggests that developers often se-
lectively document ethical issues to avoid liability, framing
remarks to prevent data misuse rather than transparently
addressing inherent model biases [20, 5].

In addition to these reporting gaps, the integrity of docu-
mentation is further compromised by model drift. Since ML
models are improved in an iterative process, static documen-
tation may no longer accurately reflect the current systems,
undermining the goal of transparency [2]. Later iterations of
the model card, such as the method card, include a suggested
Robustness section to prompt developers on detecting and
mitigating data and model drifts, but real-world adoption
remains limited [21, 4].

5.1.3 Unclear Limitations and Risk Factors
A core objective of the framework is to clarify a model’s

validity for specific use cases and, crucially, to minimize mis-
use in inappropriate contexts [1]. While the Intended Use
is frequently documented, the documentation of limitations
and out-of-scope use cases is frequently neglected. Surveys
indicate that only 32% of model documentation explicitly
addresses out-of-scope scenarios [8]. Furthermore, sections
which explain the risks of a model are often criticized for
being overly vague or generic, limiting their practical appli-
cation in decision-making processes [7].

Findings in an interview-based study by Nunes et al. [20]
also suggest that developers tend to record choices which
they considered ethical, while omitting reflections on uneth-
ical design decisions. For example, one participant verbally
noted a potentially unethical action regarding the inclusion
of personal data, but intentionally omitted it from the model
card [20]. This suggests that developers are less inclined or



incentivized to document their limitations thoroughly [20].
This avoidance of accountability is further evidenced by lin-
guistic patterns. During the interview developers frequently
employ passive voice to obscure their agency, distancing
themselves from responsibility and relying on human me-
diation of algorithmic performance [20, 22].

5.1.4 Accessibility vs. Reproducibility
Model cards aim to serve a diverse range of stakeholders,

from data scientists to non-expert consumers and policy-
makers. However, the standard static model card remains
tailored primarily to individuals with ML or Natural Lan-
guage Processing (NLP) expertise [23]. Research indicates
that for non-expert analysts such as patients and healthcare
providers, technical model cards are often minimally com-
prehensible [24, 25]. In radiology, there are improved model
cards tailored specifically for ML models and datasets [26],
but the inclusion of full technical detail can decrease in-
terpretability for non-experts due to information overload.
An experiment involving non-expert participants evaluating
a real model card found that the original, full version was
perceived as significantly less understandable compared to
shorter versions that excluded technical content [24].

While improving accessibility is critical, it creates a ten-
sion with the objective of reproducibility. To ensure trans-
parency, model cards aim to improve reproducibility by doc-
umenting architecture and training procedures [1]. In prac-
tice, however, reproducibility is often hindered by propri-
etary constraints. To protect intellectual property, creators
often leave out details regarding training data [4]. Even
when proprietary concerns are absent, descriptions are of-
ten vague. Users frequently turn to discussion forums to
clarify basic technical details, indicating that the published
cards often fail to stand alone as sufficient technical docu-
mentation [10]. These issues highlight a persistent design
challenge: balancing the technical depth required for repro-
ducibility with the simplicity needed for broad accessibility.

5.2 RQ2: How Tools are closing the Gaps
The adoption of model cards is frequently hindered by the

significant effort required to produce them, a lack of stan-
dardization, and the tendency for resulting documentation
to be incomplete or superficial. To address these challenges,
the literature proposes various tools designed to streamline
creation, enhance documentation quality, and ensure ac-
countability. These tools generally fall into three categories:
those enhancing risk reporting, those improving accessibil-
ity through layering, and those streamlining creation and
management.

5.2.1 Enhancing Risk Reporting
A primary shortcoming identified in model card imple-

mentation is the vagueness of risk analysis and the difficulty
non-experts face in interpreting technical documentation.

To address the lack of specific, actionable risk report-
ing, the most empirically validated tool in the literature
is RiskRAG. RiskRAG is a retrieval-augmented generation
(RAG) system that automatically generates model-specific
risk reports by matching a given model description to a
database of unique risks from 2,672 and 649 real-world AI
incidents.

The effectiveness of RiskRAG was evaluated through mul-
tiple user studies. In a preliminary study with 50 AI de-

Category Tools and Frameworks

Enhancing
Risk
Reporting

RiskRAG [7]
ESG Model Card [27]
AHA! [7]
ExploreGen [7]
FarSight [7]

Improving
Accessibility

Interactive Model Cards [23, 24]
Model Card Authoring Toolkit [6]
Robustness Gym Reports [23]

Streamlining
Creation and
Management

DocML [2]
CardGen [28]
Model Card Toolkit [19]
Themisto [2]
WrangleDOC [2]
Laminator [29]
Model Card Report Ontology [30]
Method Cards [4]

Table 1: Categorization of tools and frameworks for
model card enhancement and automation.

velopers, 74% of participants preferred the RiskRAG re-
port over baseline model cards. A subsequent study involv-
ing 115 stakeholders, including developers and designers,
demonstrated that these reports encouraged more deliber-
ate decision-making. Quantitatively, RiskRAG significantly
outperformed baseline documentation. On a 5-point Likert
scale, it scored 4.46 for risk coverage compared to the base-
line’s 3.40 (p < 0.001). Furthermore, it improved the clarity
of mitigation strategies, scoring 4.08 against the baseline’s
3.08 (p < 0.001). However, the evaluation also highlighted
drawbacks: the tool’s performance in generating mitigation
strategies was lower than its risk identification capabilities,
and some users experienced a higher cognitive load when
adapting to RiskRAG’s structured matrix format compared
to traditional text [7]. To address broader societal risks,
other frameworks like the ESG Model Card have been pro-
posed to extend the standard format by explicitly tracking
environmental metrics and security vulnerabilities through-
out the model lifecycle [27].

5.2.2 Improving Accessibility through Layering
Targeting the accessibility gap, Interactive Model Cards

(IMCs) extend static model cards with interactive visual-
izations, such as performance dashboards and robustness
reports, to help non-expert stakeholders explore model be-
havior along relevant dimensions (Figure 3). IMCs allow
users to interactively select data slices, compare performance
metrics across subgroups, and inspect robustness test results
without requiring direct access to the underlying data.

Evaluations indicate that 18 out of 20 non-expert ana-
lysts found IMC prototypes easier to understand than stan-
dard cards, noting improved conceptual understanding of
the model [23]. Despite this preference, empirical results
showed that viewing IMCs did not significantly alter a user’s
intention to use an AI system. Furthermore, researchers
found that including deep technical content, even in an inter-
active format, created a barrier to interpretability for non-
experts [24].

Other tools in this category address accessibility by struc-
turing how information is authored or explored. These tools



Figure 3: Concept of an Interactive Model Card including the Data Comparison Panel and Robustness Gym
Report, as proposed by Crisan et al. [23].

primarily support specific sections of the model card rather
than end-to-end documentation. The Model Card Author-
ing Toolkit supports collaborative authoring of model cards.
It provides structured prompts and interfaces, guiding mul-
tiple stakeholders through predefined documentation fields,
such as intended use, evaluation data, and ethical considera-
tions [6]. Robustness Gym Reports integrate test suites and
data slices into the documentation process, enabling users
to systematically explore how model performance metrics
change across predefined dimensions.

Risk-assessment tools like AHA!, ExploreGen, and Far-
Sight [7] utilize large language models (LLMs) to help de-
velopers anticipate harms and regulatory risks by generat-
ing speculative risk scenarios, compliance prompts, or harm-
related questions based on a model description. While these
tools can broaden risk awareness early in development, they
lack the extensive empirical validation of RiskRAG [7], which
adapted their speculative methodologies into a more rigor-
ous and structured evaluation framework.

5.2.3 Streamlining Creation and Management
A second major barrier to adoption is the disconnect be-

tween the documentation process and the research process
where the ML model capabilities are measured. This often
leads to inconsistencies or dismissal of thorough documen-
tation, which is why many tools suggest an integration of
documentation into the coding environment.

The most effective tool for addressing workflow integration
is DocML, which embeds model card prompts into compu-
tational notebooks, nudging data scientists to document im-
portant design decisions and ethical considerations as they
implement and evaluate their models. In a lab study involv-
ing 16 data scientists, DocML successfully “nudged” users
toward better practices. Participants demonstrated more
deliberate consideration of ethical concerns compared to a
control group. The tool also effectively ensured traceabil-

ity, with nearly all participants in the experimental group
maintaining consistency between the code and the resulting
model card. While successful in a controlled setting, the
study noted a learning curve for users, and the long-term
impact on continuous documentation evolution remains un-
verified [2].

For fully automated generation, CardGen utilizes LLMs
within a RAG framework to synthesize model cards from
research papers and repositories [28]. Evaluations using
OpenAI’s GPT-3.5 showed that CardGen achieved higher
scores than human-generated cards regarding completeness,
objectivity, and understandability [28]. However, the litera-
ture warns that, because the tool synthesizes existing text, it
risks replicating established problems, such as vague risk de-
scriptions, and is susceptible to the hallucinations inherent
in generative AI [28, 7].

Despite high conceptual visibility, the Model Card Toolkit
(MCT) from Google, which provides JSON schemas and
helper functions to generate model cards from structured
configuration data has seen low adoption [19]. While it
standardizes data via the schemas, it fails to assist with
the qualitative sections of the card that require manual in-
put, such as ethical considerations [2]. Empirical studies of
GitHub practices identified only a single repository utiliz-
ing the MCT, suggesting that its focus on automated met-
rics does not sufficiently reduce the burden of documenta-
tion. [2]. Other tools in this category include Themisto and
WrangleDOC. These tools focus on documentation in earlier
stages of the ML pipeline, code cells, and data wrangling
steps, respectively, with the aim of preserving traceability
from low-level operations to the final model card [2]. How-
ever, these tools still rely on the honesty of the reporter.
To ensure the integrity of these claims, Duddu et al. [29]
introduced Laminator, which leverages hardware-assisted
attestations to create verifiable ”inference cards” that cryp-



tographically prove a model’s properties and link outputs
directly to their underlying training data.

Beyond creation tools, Amith et al. [30] proposed the
Model Card Report Ontology (MCRO) to standardize the
underlying representation of these documents, making them
machine-readable and interoperable. This ontology-based
approach transforms static reports into semantic artifacts,
enabling automated reasoning and checking adherence to
FAIR [31] data principles. Oftentimes ML models also get
deployed on systems which are limited in memory and com-
pute, especially in the domain of systems engineering in the
aerospace sector. To account for these limitations, there are
proposals to extend machine readable model card schemas
with additional data points to allow for fast evaluation of
sensor fusion models against strict hardware constraints [32].

Distinct from the tools above, Method Cards are pro-
posed as a prescriptive documentation standard that pro-
vides the recipe rather than the description of the meal.
Unlike model cards, which describe a specific trained model,
Method Cards guide ML engineers in the proper use of un-
derlying algorithms and techniques, enhancing reproducibil-
ity and preventing misuse. Although they are conceptually
significant for filling the transparency gap before model de-
ployment, Method Cards currently lack empirical data re-
garding their adoption or effectiveness in industrial settings
[4].

6. DISCUSSION
The results of this SLR reveal a distinct discrepancy in

the state of model cards. On one hand, the good is evident:
model cards have successfully transitioned from a theoretical
proposal to an industry standard, achieving high adoption
rates on platforms like Hugging Face and becoming a prereq-
uisite for perceived model legitimacy. Importantly, this suc-
cess should not be understated, as the widespread adoption
of model cards enables many of the shortcomings identified
in this review to be empirically observed in the first place.
However, on the other hand, the bad and the ugly reveal that
standardization and adoption alone do not translate into ef-
fective transparency, as documentation quality remains in-
consistent and frequently superficial. This section combines
these findings to interpret why current practices fail to meet
the original aspirations of the framework and how current
tooling impacts this trajectory.

6.1 Superficial Compliance
The literature confirms that while the structure of model

cards has been standardized, the content remains inconsis-
tent. A recurring theme across empirical studies is the fo-
cus on procedural completion. In this approach, developers
produce documentation to satisfy a requirement or checklist
without engaging in the deep reflection that the artifact is
meant to capture. This is most evident in the documen-
tation of intended uses versus limitations. Developers are
incentivized to populate sections that advertise capabilities
(Intended Use), yet they consistently neglect sections that
might suggest liability or reduce adoption (Out-of-Scope Use
and Risks). The empirical evidence showing that risk sec-
tions are often generic or copied suggests that for many de-
velopers, the model card has become a marketing brochure
rather than a safety manual. This indicates that voluntary
standardization is insufficient. Without external verification
or regulatory audits such as those emerging in the EU AI

Act [12], the presence of a model card is a poor proxy for
model safety.

6.2 Importance of Validation
Our review of support tools (RQ2) highlights the misalign-

ment between the problems identified in RQ1 and the solu-
tions currently offered. Most existing tools focus on reduc-
ing friction by making it easier to write a model card, rather
than ensuring the card is complete. Tools like CardGen,
which use LLMs to generate documentation, are a double-
edged sword. While they solve the bad (time-consuming cre-
ation), they exacerbate the ugly (hallucinations and generic
fluff). If an LLM generates a risk assessment based on a
generic template, it reinforces the superficiality of current re-
porting. The literature suggests that the field does not need
tools that write faster, it needs tools that validate harder
[7].

A promising finding is the success of ”nudging” tools such
as DocML and RiskRAG. Unlike the Google Model Card
Toolkit (MCT), which failed due to its rigid, manual JSON
schema, DocML succeeds by integrating into the data sci-
entist’s native workflow. Through this integration into the
notebook it prompts reflection during development rather
than after.

Similarly, RiskRAG is effective because it reduces the cog-
nitive load of remembering specific risks by retrieving rel-
evant examples. This suggests that future tooling should
move away from passive forms to active, context-aware as-
sistants that challenge developers to be specific.

6.3 Separation of Concerns
The literature exposes a fundamental design flaw in the

current model card paradigm: the single-document fallacy.
The original vision for model cards was to act as a version
of nutritional labels, which only provide a simple overview.
However, current implementations oscillate between being
too technical for non-technical people (e.g., patients, policy-
makers) and too vague for experts.

IMCs are attempting to bridge this gap, but as findings
show, technical detail can paradoxically lower non-expert
understanding. This suggests that the industry may need
to rethink the standard. A model card may serve as the
high-level summary for downstream users, while a distinct
Method Card or technical specification serves the repro-
ducibility needs of engineers. Attempting to force both into
a single markdown file on a repository has resulted in a doc-
ument that serves neither audience effectively.

6.4 Ethics Washing and the Limits of Docu-
mentation

Perhaps the most concerning finding is the systematic
ethics washing identified in the ugly category. The fact that
bias reports are frequently omitted or framed to avoid liabil-
ity indicates that documentation is a downstream symptom
of an upstream culture problem. Tools cannot solve this
issue alone.

The literature indicates that unless documentation is tied
to accountability mechanisms, where a false or misleading
model card carries reputational or legal consequences, the
quality of ethical reporting will remain stagnant. Documen-
tation must shift from being a static description of the model
to a dynamic record of the process.



6.5 Threats to Validity
We acknowledge potential threats to the validity of this

SLR.

• Search Strategy: Our search was restricted to three
major databases (ACM, IEEE, Scopus). While these
cover the majority of computer science literature, rel-
evant pre-prints on arXiv (common in the fast-moving
ML field) may have been excluded if they were not
peer-reviewed.

• Industry Research: Successful documentation prac-
tices or tools which may be used internally in corporate
environments do not always result in a academic pa-
pers accessible for the public, leaving a gap in research
that could improve model cards.

• Tool Availability: Several tools discussed (e.g., Lam-
inator, Method Cards) are theoretical proposals or
prototypes not yet widely available for industrial test-
ing, limiting our ability to assess their long-term im-
pact.

7. CONCLUSION
This SLR evaluated the current state of model card adop-

tion and the technological landscape that supports its cre-
ation.

7.1 Summary
In regard to RQ1, our analysis reveals that the model

card framework has successfully established a standardized
vocabulary for AI documentation (the good). However, the
practical utility of model cards reveals persistent shortcom-
ings. While the section titled Intended Use is consistently
addressed, crucial elements related to Limitations, Risks,
and Bias are frequently underreported or formulated in a
vague manner (the bad). Beyond these omissions, the review
also identifies underlying issues in which the absence of rigor-
ous validation mechanisms permits model cards to function
as symbolic compliance artifacts rather than instruments
that genuinely enhance transparency or safety (the ugly).
Empirical evidence from included studies indicates that, in
the absence of more robust accountability structures, model
cards may be used for performative transparency and ethics
washing rather than as a functional safety tool.

Regarding RQ2, the analysis indicates that the tooling
for model card generation has evolved from rigid, template-
based utilities toward more intelligent, workflow-integrated
systems. Early tools such as the Model Card Toolkit, which
focused on schema conformity, experienced limited adoption
due to high friction and lack of integration into develop-
ment workflows. Recent approaches, including workflow-
embedded assistants such as DocML and retrieval-augmented
generation tools like RiskRAG, demonstrate significant po-
tential to enhance documentation quality and developer en-
gagement. However, a critical deficiency still remains. Cur-
rent tools prioritize the speed of generation over the veri-
fication of content, leading to the creation of plausible but
unverified claims.

7.2 Contribution
This review contributes to the body of knowledge on ML

documentation by giving a comprehensive overview of the

fragmented research landscape regarding model cards. This
analysis categorizes the achievements, pitfalls, and conse-
quences of model card adoption through a reproducible se-
lection process, mapping these empirical realities directly to
the good, bad, and ugly framework. By combining recurring
findings across the broader research landscape, this study
identifies the specific patterns of incomplete reporting and
misleading documentation that currently limit the effective-
ness of model cards as transparency instruments.

Furthermore, this research finds a critical misalignment
by positioning the tools against the adoption gaps: while
current tools effectively reduce the friction of creation, they
largely fail to address the deeper issues of verification and
accountability. This insight exposes that the current tooling
ecosystem is solving for efficiency rather than integrity, leav-
ing the risks of ethics washing and performative compliance
unaddressed. Finally, by highlighting the persistent ten-
sion between technical reproducibility and broad accessibil-
ity, this work challenges the efficacy of the“single-document”
paradigm, suggesting a need for specialized artifacts to serve
distinct stakeholder groups effectively.

7.3 Future Work
Based on the gaps identified in this review, we propose

several directions for future research. Firstly, tooling efforts
should prioritize verification over generation. Rather than
depending on LLMs to generate documentation, future work
should investigate automated auditing frameworks that eval-
uate whether a model’s actual behavior corresponds to the
claims made in its documentation.

Another promising direction involves exploring interactive
or dynamic model cards that move beyond static formats.
The integration of documentation with monitoring pipelines
has the potential to integrate the real-time update of per-
formance and drift information.

Moreover, as regulatory frameworks such as the EU AI
Act [12] are implemented, empirical studies are necessary to
evaluate whether these legal requirements enhance the qual-
ity of risk reporting or just increase the volume of defensively
crafted, legally sanitized documentation.
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