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Internet of Things

"Internet”-oriented

perspective
Connectivity
for anything

Interoperability

Everyday objects

"Things"-oriented
perspective

mart Semantic
Middleware

Semantic
Technologies

Reasoning

Semantic Execution
Environments

"Semantic”-oriented
perspective

Addressing & Networking Issue
Hardware Limitations
Infrastructure

Security

Privacy
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gridBox

central control
unit for energy Plug-and-play

systems \ /

. / \ Marvell Armada
custom Linux-

based embedded 385, Cortex-AS,
Dual-Core
system
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gridBox - Problems

Unreliable network

connections \\\\\\\\\\

Offline

/ I

Diff t
rreren Loss of data

environments
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gridBox - Problems

Unreliable network

connections \\\\\\\\\\

Sensors

Flexibility

e

Different
environments

Offline

\

Action Selection

Inference Ability

Reliable Deployment

State

o/

Loss of data
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Sensors

-

One Simple Task

— Collects arbitrary data
on each request

— Transforms into a fact

: Blueprint AWS Token Authentication Token
EExternal Sensor Sensor g Artifact Sensor E @ Sensor $:] ’

6 Architecture 5 ‘ RWTHAACHEN
l I l Softw: | i :



Sensors

-

Blueprints

— Set of desired running
processes

Artifact Sensor $:| AWS Token @ Authentslec:tsig: Token {l Dnmg;nr;zzfcmc {]
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Fact

Field Value

Namespace

Blueprints.Remote

Key

Latest

Value

[{
"image": "nginx:latest",
"volumes": [

{
"source"
"target”

}

"/data/",
"/usr/src/www"

}H]

ExpiresAt

Now + 7 days

Owner

Blueprint-Sensor

type Fact struct {

Namespace string

Value interface{)
CreatedAt time.Time

UpdatedAt time.Time

ExpiresAt time.Time

Owner string
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Knowledge Base

/ Scheduler

— Collects facts
periodically

— Stores consistent
Knowledge Base
— Stores facts

iKnowIedge Base

ﬁ ] epase {]—o)— ————
@

Scheduler @ —O)— ;:t::gzl‘ {] K

: Blueprint AWS Token Authentication Token Domain-specific
EExternal Sensor Sensor @ Artifact Sensor {] Sensor $:I Sensor $:] ’ o {]‘
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Inference Engine

/ Scheduler

— Collects facts
periodically

— Stores consistent
_____________________________________________________________________ Knowledge Base
IS T £l @@ - Stores facts |
I Inference Engine

e &l | pem & K _ Infers new facts

: Blueprint AWS Token Authentication Token Domain-specific
EExuemal Sensor Sensor @ Artifact Sensor {] * @ Sensoi @ ’ Gapans {] ‘
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Inference Engine

/ Scheduler

— Collects facts
periodically

— Stores consistent
Knowledge Base

— Stores facts
Inference Engine

e &l | pem & K _ Infers new facts

@ L::')} e Base {]_@_ |meP~- lnglne@
"

: Blueprint AWS Token Authentication Token Domain-specific
EExnemal Sensor Sensor {] Artifact Sensor E * @ Sensoi E ’ Sanace {] ‘
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Knowledge Base

/ Scheduler

— Collects facts
periodically

— Stores consistent
Knowledge Base
— Stores facts

@ 4 e‘ ?j 5|  Interences Englne@
— B8R Inference Engine

e &l | pem & K _ Infers new facts

: Blueprint AWS Token Authentication Token Domain-specific
EExnemal Sensor Sensor {] Artifact Sensor E * @ Sensoi E ’ Sanace {] ‘
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Rule Engine

E Blueprint AWS Token Authentication Token Domain-specific
EExtemal Sensor {] Artifact Sensor {I Sensor @ Sensor E Sensos {I

RWTHAACHEN
UNIVERSITY

13 Architecture SLLI: Software



Rule Engine

'Knowledge Base

Inferences Engine {]

B mm'f] o

\I,J

Sensors

Internal {] :

/ Rule Engine

— Checks rules
periodically

~ Triggers an event

et £ O
Blueprint
EExterna! Sensor Sensor {]

Authentication Token Domain-specific
Sensor E Sensor $:|
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Orchestrator

iKnowledge Base

6 Knowledge Base $:] —— Englne@
-
i Scheduler éi] gr::::i g{]

/ Rule Engine

— Checks rules
periodically

~ Triggers an event
Orchestrator

- Understands event
- Delegates tasks

AWS Token $:I

Authentication Token @ Domain-specific g
Sensor
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Orchestrator

iRule Engine / Orchestrator

Rule - Engine {]

iKnowledge Base

6 Knowledge Base $:] —— Englne@
-
. Scheduler {] é:t::::i $:]

/ Rule Engine

— Checks rules
periodically

~ Triggers an event
Orchestrator

- Understands event
- Delegates tasks

AWS Token $:I

Authentication Token @ Domain-specific g
Sensor
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Actors

..........................................................

Process Service 3 |
Enhancer £ ]
Artifact Store E
Scheduler $:] —O)— m @ Blueprint Service $j
_,L.'.'_:-.ﬁ'_’_'_ét.i.:'.'_'.f_'.'f.'_'f_ff_'f:fffff_'f_'.'_ﬁff_'_'_ff_'_’f_'_'f_’_f_'f.__.____.'_'.'_'_'_'.'_'_'.'_'_’.'_'_'_..'.'_'.'.'_._'.'_’_..'.'_._'.'_'.'.'.'_'_'_'_'_'.'_._'_'_'_._..'_'_'_'f_'.'.'_ ______________________________________________________
Emma, Sinmor Blueprint 5] Aciiact Sanace 2 | AWS Token '] Authentication Token | Domainspecitic |
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Actors

/ Actors

— Performs the tasks

iy T G - Reports back to
: Rule - Engine {]—O)— Orchestrator @ ‘(O— OrCheStrator

B ——— /L - Process Service

'Knowledge Base
| Enhancer

2]
| L 2]
: 8 Knowledge Base {] O Inferences Engine {] . ?
: 2]
2]

| (]) —(Co— ___Artifact Store

' Scheduler {] —O)— g:::::l {] : : @ jprint Service K

1 H H F-j

S 0
; Blueprint AWS Token Authentication Token Domain-specific

EExternal Sensor Sensor {] Artifact Sensor {l Sensor @ Sensor {I Sensor {l
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Actors

/ Actors

— Performs the tasks

e T - - Reports back to
’ —o— orchestrator

H — > H '
ot /L .................... — I : Process Service

'Knowledge Base
| Enhancer

(’> o~ Artifact Store

2]
| L 2]
: 8 Knowledge Base {] O Inferences Engine {] . ?
: 2]
2]

Scheduler {] —O)— é’;‘::::l $:] Blueprint Service K

; Blueprint AWS Token Authentication Token Domain-specific
EExternal Sensor Sensor {] Artifact Sensor {l @ Sensor $:| Sanacs {l
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Actors

/ Actors

— Performs the tasks

e T P - Reports back to
: Rule - Engine {]—O}— Orchestrator @ ‘(O— Orchestrator

'Knowledge Base

8 Knowledge Base {] -—O)— Inferences Englne{]

(’) o~ Artifact Store

Scheduler {] —O)— é:':::l $:] Blueprint Service \

; Blueprint AWS Token Authentication Token Domain-specific
External Sensor Sensor {] Artifact Sensor {l @ Sensor $:| Banacs %:l
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Actors

/ Actors

— Performs the tasks

e T P - Reports back to
| Rule - Engine {]—O}— Orchestrator 2] ‘(O— Orchestrator

'Knowledge Base

' 6 Knowledge Base {] —O)— Inferences Englne{l

(l) o Artifact Store

2]
Enhancer £]
2]
2]

; Scheduler g ] —O— g;'::g:l 2] ; Blueprint Service \

; Blueprint AWS Token Authentication Token Domain-specific
EExterna! Sensor Sensor {] Artifact Sensor {I $:I Sensor $:| Banacs %:l
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Process

B J . L - Transforms Blueprints
T T into processes

ERule Engine / Orchestrator : 'Aclors
e-gne S| o3| oommmer 51| O - Forwards them to the
""""""""""" % Tr—— ] g T reconciler

'Knowledge Base

' 6 Knowledge Base {] _0)_ Inferences Englne{]

(l) _Co_. Artifact Store

2]
Enhancer £]
2]
2]

é Scheduler {] —O)— g;'::';:l {] : : Blueprint Service \

; Blueprint AWS Token Authentication Token Domain-specific
EExternal Sensor Sensor {] Artifact Sensor {l $:I Sensor E Banans {l
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Process

iKnowledge Base

6 Knowledge Base {] —O)—

Inferences Engine E

Scheduler $:] —O—

Sensors

Internal $:]

iActors
; Process Service {]
Enhancer @
—Co—. Artifact Store E
Blueprint Service E

...................................................

— Transforms Blueprints
Into processes

- Forwards them to the
reconciler

Reconciler
— Diffs/Starts processes

Blueprint
Sensor

AWS Token
Sensor {I

Authentication Token Domain-specific
Sensor g Sensor g
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Architecture

§Prooess Drivers

Process Manager {I ' : Docker Driver {] :

Reconciler 2] Driver g ] ©o— !

Native Execution Driver {I '

B A '%"""""‘"‘"""""‘"‘""""""'“'"""". s T T R T T L L R [ S T T Fo e e S e e ! H i
iRule Engine / Orchestrator : 1Actors ! : containerD Driver {I :

b ,L. - Process Service
Docker Driver {] ,

|
'
|
curl Driver {l |
i
|

Enhancer

|
i
|
custom Driver {] | E
|

g _(o_. Artifact Store

amese 2 —e- intornal 2 | Blueprint Service

H Blueprint AWS Token Authentication Token Domain-specific
EExtemal Sensor {] Artifact Sensor g Sensor @ Sensor E Sensor {I
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Requirements

Reliable Deployment State

Flexibility

Sensors / Flexibility

RWTHAACHEN
UNIVERSITY
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ogridBox - Solution

Latest versions on

the gridbox \

/

Less manual errors

No box is left behind

/

S

Certainty of the
Deployment
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Case Study - gridX

* Objectives
— Impact of Scalability
— Impact on Deployment Robustness

* Collected Data
— Validation of Deployment Blueprint
— Multiple of Deployments at Once

— Failure of Preconditions

28 Discussion
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In a nutshell

The deployment agent minimizes the risk of broken deployments
because the agent puts the decision problem at the last possible time.
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Future Work

* Rule Engine

* Driver

* Sensors

* Consensus
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Summary

aridBox

unit for energy Plog-2nd-play

ased embedded

syste

Fekable oeplwmm state
In @ nutshell

Th

ts Flexibility

ssible time

eployment agent

cause the agent puts the d

Flaibility
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